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OGE Form 278 aa 
Executive Branch Personnel 
PUBLIC FINANCIAL 


Schedule C, Part I 
Arrangements)" - “Show any 
arrangements as of the date of filing. 


(Agreements or 
agreements or 


or potential conflicts between. your public 
responsibilities - and your private interests and 
activities and allows you-and your agency to fashion 
appropriate_ protections against -such-conflicts-when———_—— 


| ~~ DISCLOSURE REPORT 


Instructions for Completing OGE Form 278 
L Introduction 
Reporting Periods 


Incumbents: Complete Schedules A, B, C, and Part I 
of D. The reporting period is the preceding calendar 
year, “except Part Il of Schedule C’and Part I of 
Schedule D where you must also inchide any 
positions held and agreements or arrangements made 
from the beginning of the filing year until the date 
you file. Schedule B need not include transactions 
made, or gifts or reimbursements received, duiring a 
period when the filer was not a Federal employee. 


Termination Filers: Complete Schedules A, B, C, 
and Part I of D: The reporting period begins at the 
end of the period covered by your previous filing and 
ends at the date of termination of Government 
employment in the position. 


Nominees,New Entrants and Candidates for 
President'and Vice President: Complete Schedules 
A, C, and D (candidates do not file Part Il of 
‘Schedule D), as follows: 


* Schedule A - The reporting period for, income 
(BLOCK C) is the preceding calendar year and the 
current calendar year up to the date of filing. Value 
assets in BLOCK B as of any date you choose that is 
less than 31 days before the date of filing. 


_s Schedule.C, Part I (Liabilities) = The reporting. 
period is the preceding calendar year and the current 
calendar year up to any date you choosé that is less 
than 31 days before the date of filing. : 


© Schedule D = The reporting period is the preceding 
two calendar years and the current calendar year up to 
the date of filing. 


Scope of Disclosure 


The extent of the reporting requirement is noted in 
each schedule. The various schedules of this 

require reporting of .your financial, interests. and 
activities, both in the U.S. and abroad, excépt as 
‘otherwise noted. In addition to your -individual 
financial information, you are required to. report 
information conceming your spouse and dependent 
children in several schedules of the form. However, 
no report is required with respect to your spouse if he 
or she is living separate and apart from’ you with the 


intention of terminating the marriage or providing for 


permanent. Separation. In addition, no -report is 
required with respect to any income or obligations of 
an individual arising from the dissolution of marriage 
or permanent separation -from-. 

other “exceptions to the “reporting of assets and 
income, “transactions, and liabilities ‘of a ‘spouse or 
dependent. child .which are discussed. in the 
instructions applicable to those'subjects. 


A basic premise of the statutory financial disclosure 
requirements is that ‘those having responsibility for 
review of reports filed pursuant to the Ethics in 


” Government Act or permitted public access to reports 


must be" given’ sufficient information by reporting 
individuals ‘concerning the nature of their outside 
interests and: activities so that an informed judgment 
can be made with respect to compliance with 
applicable’ conflict of interest laws and standards of 
conduct, regulations. Therefore, it is i that 
‘you carefully Complete thie attached fori 
is a safeguard for you'as well as the Government, in 
that it provides a mechanism for determining actual 


ig report — Compensation plan, 


they first appear. A Presidential nominee to a position 
requiring the advice and consent of the Senate shall 
file with the Senaté committee considering the 
nomination an amendment to the initial report, which 
shall update all items of earned income and honoraria 
through the period ending no earlier: than 5 days 
before the scheduled date of the Senate committee 
hearing on the nomination. This update shall be 
provided in the manner requested by the Senate 
‘committee considering the nomination. Copies shall 
be'provided to OGE and your agency ethics official. 


Definition of Terms 
‘* Category of Amount 

Reportable financial interests are disclosed either by 
‘actual amount or by category of amount, depending 


con the interest, as:specified by the form. You may, 
but you are not required to, indicate an actual amiount 


‘spouse. -There-are—where-the form provides-for-a-category of-amount or 
- value. . 


‘* Dependent Child 


The ‘term “dependent child” means” your son, 
daughter, stepson, or stepdaughter if such person is 
either: (1) unmarried, under age 21, and living in your 
household, or (2) a “dependent” of yours within the 
meaning of section 152 of the Internal Revenue Code 
of 1986. 


© Excepted Investment Fund 


An excepted investinent fund is. a mutual: fund, 
common trust fund of a bank,-pension or- deferred 
-or-any other-investment fund;= —————. 
which is widely held; publicly traded (or available) or 
widely: di ; and under circumstances ‘where 
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you neither exercise control over nor have the ability 
to exercise control over the financial interests held by 
the fund. A fund is widely diversified when it holds 
no more that 5% of the value of its portfolio in the 
securities of any one issuer (other than the U.S. 
Government) and no more than 20% in any particular 
‘economic or geographic sector. 


* Gifts 
See instructions for Schedule B, Part II.B. 
‘* Honoraria 


‘The term “honoraria” means payments of money or 
anything of value to you or your spouse for an 
appearance, speech, or article, excluding necessary 
travel expenses. See 5 U'S.C. app. § 505(3). 


‘* Personal Savings Account 
The term “personal savings account” includes a 


certificate of deposit, a money market account, or any 
other form of deposit in 2 bank, savings and loan 


association, credit union, or similar financial 
institution. 
© Trusts (“Qualified” and “Excepted”) 


See instructions for Schedule A, Part IIB. and 5 
CFR. Part 2634, Subpart D. 


Value 


You may use 
below, in determi 


Option 1 — any good faith estimate of the value of the 
property if the exact value is unknown or not easily 
obtainable; 


Option 2 — value based upon a recent appraisal of the 
property interest; 


Option 3 — the purchase price of your property 
interest, or estimated retail price of a gift; 


Option 4 — the assessed value of the property for tax 
purposes, adjusted to reflect current market value if 
the tax assessment is computed at less than 100% of 
current value; 


Option 5 — the year-end book value of non-publicly 
traded stock, or the year-end exchange value of 
corporate stocks, or the face value of corporate bonds 
‘or comparable securities; 


Option 6 — the net worth of your interest (as in a 
business partnership or other jointly held business 
interest); 


Option 7 — the equity value of your interest (as in a 
solely owned business or commercial enterprise); or 


Option 8 — exact value of (e.g., personal savings 
accounts) or any other recognized indication of value 
(such as last sale on a stock exchange). 


I. Who Must File 


a. Candidates for nomination or election to the office 
of President or Vice President. 


b. Presidential nominees to positions requiring the ad- 
vice and consent of the Senate, other than those 
nominated for judicial office or as a Foreign Service 
Officer or for appointment to a rank in the uniformed 
services at a pay grade of O-6, or below. 


¢c. The following newly elected or appointed officials: 


* The President; 
‘* The Vice President; 


* Officers and employees (including special 
Government employees, as defined in 18 U.S.C. § 


202) whose positions are classified above GS-15 of 
the General Schedule, or the rate of basic pay for 
which is fixed, other than under the General 
Schedule, at a rate equal to or greater than 120% of 
the minimum rate of basic pay for GS-15 of the 
General Schedule. 


‘* Members of the uniformed services in pay grade 
0-7 or above; 


* Officers or employees in any other positions deter- 
mined by the Director of the Office of Government 
Ethics to be of equal classification to above GS-15; 


«Administrative law judges; 


‘* Employees in the excepted service in positions 
which are of a confidential or policy-making 
character, unless by regulation their positions have 
been excluded by the Director of the Office of 
Government Ethics; 


* The Postmaster General, the Deputy Postmaster 
General, each Governor of the Board of Governors of 
the U.S. Postal Service and officers or employees of 
the U.S. Postal Service or Postal Rate Commission in 
positions for which the rate of basic pay is equal to or 
greater than 120% of the minimum rate of basic pay 
for GS-15 of the General Schedule; 


‘* The Director of the Office of Goverment Ethics 
and each designated agency ethics official; and 


* Civilian employees in the Executive Office of the 
President (other than special Government employees) 
who hold commissions of appointment from the 
President. 


4. Incumbent officials holding positions referred to in 
section Il.c. of these instructions if they have served 
61 days or more in the position during the preceding 
calendar year. 
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€. Officials who have terminated employment after 
having served 61 days or more in a calendar year in a 
position referred to in section Il.c. and’ have not 


accepted =another—such—position—within— days 


thereafter. 


ILL When to File 


a. Within 30 days. after becoming a candidate for 
nomination or election to the office: of President or 
Vice President, or by May 15 of that éalendar year, 
whichever is later, but at least:30' days before the 
election, and on or before May 15 of each succeeding 
year an individual continues to be a candidate. 


b: At any: time: after the President or President-elect 
has publicly announced an. intention to nomiinate‘an 
individual referred to in section Ib. of these 
instnictions, but no later than 5 days after the 
President transmits the nomination to the Senate. 


¢. Within 30 days after assuming a position described 
in section Il.c. unless such an individual has ‘left 


another such position within 30 days prior to ~ 


assuming the new position, or has already filed a 
report with respect to nomination for the new position 
(section Il.b.) or as a candidate for thé position 
(ection Il.a.). 


4.No later'than May 15" annually, in the case of 
those in a position described in section I1.d. 


¢. In the event an individual ‘terminates employment 
in the position and does not accept another position 
described. in section I. within 30 days, the report 
must be filed ‘no later than the 30" day after 
termination. 


f. Extensions. An employing agency may grant an 
extension of time’of up'to'45-days tova filer to file any~— 
report under sections IlI.c.-e. above (the FEC for any 
report under section IIl.a. above). OGE may grant an 


additional extension of time up to 45 days to file any 
such report. 


8. Eee for Late Filing. Any individual who is required 


complete Schedule B or Part II of Schedule D, you 
should leave it blank. Schedule’A combines a report 
of income .items with the disclosure of certain 


__property interests. Schedule B deals with transactions 


toile this report and does so more than'30 days after 
the date the report is required to be filed, or, if an 
extension is granted, more than 30 days-after the last 
day of the filing extension period, shall be subject to 
‘2 $200 late filing fee. A report is considered. to be 
filed when it is received by the agency. Unless 
waived by OGE, such fee will be collected by: the 
filer’s agency; for deposit with the U.S. Treasury. 


IV. Where to 


a. Candidates for President and Vice President, with 
the Federal Election Commission. 


b. The President and Vice President, with the Office 
of Government Ethics. 


¢. Members of a uniformed service, with the Service 
Secretary concerned. 


4. All others, with the designated agency ethi 
official, or that official’s delegate, at the agency 
which the individual serves, will serve or has served. 


¢. In the case of individuals nominated by or to be 


nominated by. the President to positions requiring. 


confirmation of the Senate, see 5 C.F.R. Part 2634 for 
expedited procedures and filing location: 


V. General Instructions 


-_a. This form consists of the front page and four 
‘Schedules: If possible, .use a° black ink pen -or 
typewriter to fill out your report. You mu: lete 
each Part of all Schedules as required: If y io 
information to report in any Part of a Schedule, you 
should indicate “None.” If you'aré not required to 


in réal property or certain’ other assets, as well as gifts 
and. reimbursemenits.. Schedules C and: D relate to 


‘liabilities “ and’ employment relationships. After 


completing ‘the: first page and each Part of the. 
Schedules (including extra sheets of any Schedule 
where continuation pages are required for any Part), 
consecutively number all pages. 


b. The information to be disclosed.is only that which 
the Ethics in Government Act of 1978, as amended 
(the Act) and 5 C.F.R. Part 2634 specifically require. 
You! may; however, include any. additional 
information, beyond those requirements, that you 
wish ‘to disclose for purposes - of clarification. 
Disclosure of information does not: authorize any 
holdings, income, honoraria, liabilities, transactions, 
gifts, reimbursements, . affiliations or positions 
otherwise prohibited by law, Executive order, rule or 
regulation. 


«. Combine on one form the infomation applicable to 
yourself,your spouse and: dependent children; or if 
‘more convenient, use'separate schedules to report the 
required information applicable to family members. 
You may, if you-desire, distinguish any entry for a 
family member by preceding the entry with an (S) if 
it is for a spouse or,a (DC) if it pertains to a 
dependent child. Joint assets may: be- indicated ‘by a 
(). See 5.C.F.R: Part 2634, Subpart C, for exclusions 
in the case of separation or divorce. 


d. Definitions of the various terms used in these 
instructions and detailed information as to what is 
required: to be disclosed are.contained in 3 CFR. 
Part 2634, 


er n-the-caseof references -to~entities--which-are— 


operating trades of businesses which do not have 
listed securities; you must provide: sufficient 
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information about these private entities to give the 
reviewers of your disclosure report an adequate basis, 
for the conflicts analysis required by the Act. Thus, 
you must disclose the location and primary trade or 
business of private entities, as well as attributed 
interests and activities not solely incidental to such a 
primary trade or business. For instance, if your family 
swimming pool services corporation incurs a liability 
to purchase an apartment house for investment in 
addition to its pool services business, you will have to 
report the apartment house investment as part of the 
nature of the business of the family corporation. 


fn the case of references to entities which are 
investment funds such as mutual or pension funds 
(whether public or private), you must disclose the 
portfolio holdings and all other items such as 
transactions and liabilities to the extent otherwise 
required for reportable interests, unless the entity is 
an “excepted investment fund.” See Definition of 
Terms above. 


g.If you need assistance in completing this form, 
contact the designated agency ethics official of the 
agency in which you serve, will serve, or have served. 


Schedule A 


L. General Instructions 


‘Two of the general disclosure requirements of the Act 
concer certain interests in property (generally 
referred to here as assets) and items of income. 
‘Schedule A is designed to enable you to meet both of 
these reporting requirements. Generally a description 
of your, your spouse's, and your dependent child’s 
assets and sources of income is required to be listed 
in BLOCK A of the Schedule. Reading from left to 
right across the page from each description of the 
asset or income source, you will be able to report in 
BLOCK B the value of each asset, and in BLOCK C 


the type and amount of income generated by that 
asset or received from the non-asset source. 


‘On Schedule A are four examples which are 
representative of the reporting scheme of this 
Schedule. The first example represents the proper 
method of reporting stock of Central Airlines 
Company held at the end of the reporting period 
which then had a value of $75,000. The individual 
had also received dividends of $1,500, reported in 
BLOCK C. If the Central Airlines stock had been 
sold, there would be a check in the “None (or less 
than $1,001)” column in BLOCK B if the individual 
no longer owned any of the stock at the end of the 
reporting period, and there would be an entry for 
capital gains as well as dividends in BLOCK C if 
they were realized during the period. The second 
‘example represents the proper méthod of reporting 
the source of $130,000 of eared income from private 
law practice, as well as $18,500 the reporting 
individual maintained in the capital account in the 
law firm at the end of the reporting period. 


The third example represents acceptable reporting of 
an investment fund which is widely held, widely 
diversified (or publicly traded) and independently 
managed. Because it meets these requirements, no 
individual assets of the fund need to be reported, and 
the type of income does not need to be broken into 
dividends, interest, or capital gains as long as the 
column for “excepted investment fund” is marked. 
The fourth example reports a mutual fund held in an 
IRA from which the filer has accrued dividends of 
$10,000. 


Normally you will have to list an item only once in 
BLOCK A with all other value and income 
information associated with that item shown on the 
same line to the right. However, when you have a 
number of different kinds of financial arrangements 
and income involving one entity, a full disclosure of 
all the required information for that entity may 


require more than one line. You may always use more 
than one line for clarification if you choose. 


IL. Property Interests and Assets 
(BLOCKS A and B) 
A. Items to Report 


Report the identity and category of valuation of any 
interest in property (real or personal) held by you, 
your spouse or dependent child in a trade or 
business, or for investment or the production of 
income which has a fair market value which exceeds 
$1,000 as of the close of the reporting period. These 
interests include, but are not limited to, stocks, bonds, 
pension interests and annuities, futures contracts, 
mutual funds, IRA assets, tax shelters, beneficial 
interests in trusts, personal savings or other bank 
accounts, real estate, commercial crops, livestock, 
accounts or other funds receivable, and collectible 
items held for resale or investment. Exceptions: 
Exclude your personal residence (unless rented out) 
and any personal liability owed to you, your spouse 
or dependent child by a spouse or dependent child, or 
by a parent, brother, sister or child of you, your 
spouse, or dependent child. Exclude any retirement 
benefits (including the Thrift Savings Plan) from 
Federal Government employment and any social 
security benefits. Exclude also any deposits 
aggregating $5,000 or less in personal savings 
accounts in a single financial institution. 


With respect to assets of a spouse or a dependent 
child, do not report items: 


(1) which represent your spouse’s or dependent 
child’s sole financial interest or responsibility and of 
which you have no knowledge; 


(2) which are not in any way, past or present, derived 
from your income, assets, or activities; and 
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(3) from which you neither derive, nor expect to 
derive, any financial or economic benefit. 


Note: It is very difficult for most individuals to meet 
all three parts of this test, especially (3). For instance, 
if you file a joint tax return with your spouse, you 
derive a financial or economic benefit from the items 
involved and you are charged with knowledge of 
those items. A trust for the education of your minor 
child would also convey a financial benefit to you. 
Therefore, those asset and income items do not fit the 
test. 


‘A. personal residence held for investment or 
production of income, such as a summer home rented 
during parts of the year, must be reported. 


Intermittent sales from personal property such as 
collections of antiques or art holdings demonstrate 
that the items are held for investment or the 
production of income and should therefore be 
reported. 


B. What to Show on the Form 


Enter the identity of the asset in BLOCK A and then 
show the value in BLOCK B. Only the category of 
value, rather than the actual value of the property 
interest or asset, must be shown. You need not 
disclose which valuation methods you used. 


For assets such as stocks, bonds, and securities, 
report any holdings directly held or attributable to 
you, your spouse or dependent child from one 
source totaling more than $1,000 in value. Identify 
the holding and show the category of value. If you 
hold different types of securities of the same 
corporation (eg, bonds and stocks of “X” 
Corporation), these holdings should be considered as 
being from the same source for purposes of 
determining whether the aggregate value of the 
interest is below or above the $1,000 threshold value. 
Report personal savings accounts only if they 


aggregate more than $5,000 in a single financial 
institution. 


If you have an interest in an investment fund or pool 
which is an “excepted investment fund” (see 
Definition of Terms above), you need only identify 
the interest by giving the complete name of the fund, 
rather than identifying the underlying assets as well. 


To report interests of you, your spouse, or 
dependent child in a business, a partnership, or 
joint venture, or the ownership of property held 
for investment or the production of income, 
identify the character of the ownership 
and the nature and location of the business or 
interest, unless it is a publicly traded security. For 
example, the entry for a holding of farm land might 
show, under BLOCK A... “sole ownership of 100 
acres of unimproved dairy farmland in Madison 
County, Wisconsin 


‘You must disclose the primary trade or business of 
non-public entities, as well as interests and activities 
not solely incidental to such a trade or business. For 
example, if your family is involved in a private real 
estate investment business but as a side interest buys 
stock through the business in a bank, your must 
disclose that in addition to real estate (by type and 
general location), the family business holds an 
interest in a bank. 


For an IRA (Individual Retirement Account), indicate 
the value of each underlying asset, as well as the 
income derived therefrom (even though deferred for 
Federal tax purposes) in accordance with section IV 
below, to enable the reviewer to evaluate compliance 
with applicable laws and regulations. If the IRA were 
invested solely in a mutual fund such as “Templeton 
World Fund, Inc.” and the investment properly 
disclosed in Schedule A, that would be sufficient 
identification of the asset, since for most reporting 
individuals that fund would be an “excepted 
investment fund.” If, however, the IRA had an 


individual or privately managed portfolio, detailed 
disclosure of the portfolio would be required on 
Schedule A in the same amount of detail as if each 
investment were directly held. 


With respect to trusts in which a vested beneficial 
interest in principal or income is held, or as to 
which you serve as trustee, report trust interests 
and trust assets which had a value in excess of 
$1,000. See 5 C.F.R. Part 2634 for more information 
about vested interests. 


‘You need not report the identity of assets of a trust of 
which you, your spouse or dependent children are the 
beneficiaries if the interest is: 


1.a “qualified blind trust* or “qualified diversified 
trust,” which has been certified by the Office of 
Government Ethics, in accordance with 5 C.F.R. Part 
2634, Subpart D, or 


2. an “excepted trust,” that is, one which: 


‘A.was not created by you or your spouse or 
dependent children, and 


B. has holdings or sources of income of which you, 
your spouse and dependent children have no 
knowledge. 


In the case of these special types of trusts, you should 
show in BLOCK A the identity of the trust, including 
the date of creation, and in BLOCK C, the 
classification of the trust as a “qualified trust” or an 
“excepted trust.” You should also report in BLOCK 
B the category of the total cash value of the interest in 
2 qualified blind or qualified diversified trust, unless 
the trust instrument was executed prior to July 24, 
1995, and precludes the beneficiary from receiving 
information on the total cash value of any interest 
therein. (The category of amount of the trust income, 
if it exceeded $200, must also be reported in BLOCK 
C, in accordance with section IV below.) 
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Note: You are not permitted by the statute to “create” 
an excepted trust by instructing a trustee not to 
divulge information of otherwise avoiding previous 
sources of knowledge upon entering Government 
service. 


Do not report a trust of which your spouse or 
dependent child is a beneficiary that meets the three 
part test set forth in the second paragraph under II.A. 
‘A trust that does not fit that exception may still be an 
excepted trust under this section; in such case, it must 
be reported, but the assets need not be identified. 


Except for the special trusts or funds referred to 
above, you must identify each individual investment 
held by a trust or fund, which had a value in excess of 
$1,000. For example, in BLOCK A an entry such as 
“trust held by First National Bank (Boston, MA) 
consisting of ITT stock, U.S. Treasury certificates, 
and. Dallas Municipal Bonds” might be made. In 
BLOCK B the applicable value of each trust asset 
would be entered. (As described under IV.B.6. Trust 
Income, below, the income from each asset would be 
entered in BLOCK C as well as income from assets 
of the trust sold during the reporting period.) 


Earned and Other Non-Investment Income 


(BLOCKS A and C) 
A. Items to Report 


For yourself, report the identity of the source in 
BLOCK A and the type and actual amount in 
BLOCK C of non-investment income exceeding 
$200 from any one source. Such income includes 
fees, salaries, commissions, compensation for 
personal services, retirement benefits, and honoraria. 
Report these items on the same line as related 
interests in property, if any. 


For your spouse, report the source, but not the 
amount, of non-investment income exceeding $1,000 


and the source, amount and date of honoraria 
exceeding $200 from any one source. No report of 
the earned or other non-investment income of 
your dependent children is required. 


Exclude for yourself and spouse income from 
‘employment by the United States Goverment and 
from any retirement system of the United States 
including the Thrift Savings Plan) or from social 
security. 


B, What to Show on the Form 


1, HONORARIA - For you and your spouse, show 
honoraria aggregating more than $200 from any one 
source. Report the identity of the source in BLOCK. 
A, and the date of the services performed and actual 
amount in BLOCK C. List each honorarium 
separately. For example, if, prior to your Government 
service, you received $1,500 for a speech before the 
Chicago Civic Club on March 19, 1999 of which 
$200 was actually spent for round-trip travel, and 
$200 went to the agent who made the speaking 
arrangement, on your new entrant report you would 
enter in BLOCK A.... “Chicago Civic Club, Chicago, 
in BLOCK C under OTHER (specify type). 
“Honorarium”; for ACTUAL AMOUNT... “$1,100, 
and under DATE... “3/19/99.” Honoraria received 
and donated to charity must be reported, but a 
notation explaining that fact may be included in 
reporting such items. The source, date and amount of 
payments made or to be made directly to a charitable 
organization in lieu of honoraria must also be 
disclosed. 


2. EARNED AND OTHER NON-INVESTMENT 
INCOME — Include all income, exclusive of 
honoraria, from non-investment sources including 
fees, commissions, salaries, and income from 
personal services or retirement. Report the identity of 
the source and give the actual amount of such 
income exceeding $200 from any one source. For 
example, if you earned $450 teaching at a law school, 


enter in BLOCK A... “John Jones Law School, 
Rockville, MD”; in BLOCK C under OTHER... 
“Salary”; and under ACTUAL AMOUNT... “$450. 
If you eared $75 for teaching in one law school and 
$250 from teaching at another school, report only the 
$250 amount. Report employee benefits and 
severance payments which meet the reporting 
requirements separately from salary. 


If your spouse has earned income in excess of 
$1,000 (other than honoraria) from any one source, 
identify the source but show nothing under 
amount. If your spouse is self-employed in a 
business or profession, for example as a practicing 
psychologist who eamed $10,500 during the year, 
you need only show under BLOCK A... “practicing 
psychologist.” 


IV. Investment Income 
(BLOCKS A and C) 


Report items of investment income on the same fine 
of Schedule A as the related property interest or other 
asset from which income is derived. Note that some 
property interests or other assets will not have a 
related item of income. In such a case, check “None 
(or less than $201)” in BLOCK C under category of 
amount 


A. Items to Report 


Report the identity in BLOCK A and the type and 
value in BLOCK C of any investment income over 
$200 from any one source received by or accrued to 
the benefit of you, your spouse or dependent child 
during the reporting period. For purposes of 
determining whether you meet the over $200 
threshold from any one source, you must aggregate 
all types of investment income from that same source. 
For your spouse or dependent child such income is 
only required to be reported if the asset source meets 
the reporting threshold in section II above. 
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Investment income includes, but is not limited to: in- 
come derived from dealings in property, interest, 
rents, royalties, dividends, capital gains; income from 
annuities, the investment portion of life insurance 
contracts, or endowment contracts; your distributive 
share of partnership or joint venture income, gross 
business income, and income from an interest in an 
estate or trust. You need not show the actual dollar 
amount of dividends, rents and royalties, interest, 
capital gains, or income from qualified trusts, 
excepted trusts, or excepted investment funds. For 
these specific types of income, you need only check 
the category of amount of the item reported. For all 
“other investment income” as described in item 7 
below, you will have to report the actual dollar 
amount of income from each source, and indicate the 
type in the space marked “Other Income (Specify 
Type & Actual Amount)” in BLOCK C. 


B, What to Show on the Form 


Check all applicable classifications of income and 
corresponding categories of amounts. If more than 
one type of income is derived from the same asset, 
check all relevant types (unless an excepted 
investment fund) and categories of amount. 
Categories of amount may be distinguished by using 
the abbreviations D, R, I and CG in the boxes, 
of checks, to represent dividends, rents/royalties, 
interest or capital gains. 


1. DIVIDENDS — Show in BLOCK C the amount 
you, your spouse or dependent child accrued or 
received as dividends from investment sources 
including common and preferred securities and 
underlying assets of pensions and mutual funds 
(unless an excepted investment fund). Identify the 
source of such income and check the category of 
amount. For example, if cash dividends of $950 were 
received for shares of common stock of IBM, enter in 
BLOCK A ...“IBM common” and in BLOCK C 
check that dividend income was received and check 
the appropriate category of amount. 


2.RENTS AND ROYALTIES - Show income 
accrued or received by you, your spouse or 
dependent child as rental or lease payments for 
occupancy or use of personal or real property in 
which any one of you has an interest. In addition, 
show payments accrued or received from such 
interests as copyrights, royalties, inventions, patents, 
and mineral leases or other interests. Identify the 
source of such income and check the category of 
amount. For example, if you received $2,000 as 
rental income from an apartment building in Miami, 
Florida, enter in BLOCK A....“apartment building in 
Miami, FL,” and in BLOCK C check that rental 
income was received and check the appropriate 
category of amount. 


3. INTEREST - Identify the source and the 
category of amount of any interest accrued or 
received by you, your spouse or dependent child as 
income from investment holdings including: bills and 
notes, loans, personal savings accounts, annuity 
funds, bonds, and other securities. For example, if 
you earned $300 in interest during the calendar year 
‘on a Savings Certificate with Federal Savings and 
Loan, enter in BLOCK A...”Federal Savings and 
Loan (Baltimore, MD) - Savings Certificate,” and in 
BLOCK C check that interest income was received 
and check the appropriate category of amount. 


4. CAPITAL GAINS — Report income from capital 
gains realized by you, your spouse or dependent 
child from sales or exchanges of property, business 
interests, partnership interests or securities. Identify 
the source and check the category of amount of 
the gain. An example of an entry in BLOCK A might 
be “sale of one-third interest in 100-acre farm in 
Hamilton County, lowa” and in BLOCK C check that 
capital gains were received and check the appropriate 
category of amount. 


5. INVESTMENT FUND INCOME - Identify the 
fund and the category of amount and the type(s) of 
income from investment funds such as mutual or 
pension funds for you, your spouse or dependent 
child. This may include dividends, capital gains and 
interest for a single fund or income from an excepted 
wwestment fund. Income from each individual asset 
of the fund must also be listed, unless it is an 
excepted investment fund, in which case income from 
individual assets is not required to be listed. See 
Definition of Terms above for discussion of excepted 
investment funds. 


6. TRUST INCOME - Report the category of 
amount and the type of income accrued or received 
from any trust. Whenever you are required to identify 
the source of trust income, either for yourself or for 
‘a spouse or dependent child, it is not enough simply 
to say “John Jones Trust.” Generally, the investment 
holdings of the trust, discussed above under 
“Property Interests and Assets,” and the income 
derived from each holding must be identified to the 
same extent as if held directly. However, if the trust 
is a qualified trust or an excepted trust, in BLOCK A 
show only the identity of the trust including the date 
of creation, in BLOCK B the category of the total 
cash value of your interest (if a qualified trust), next 
to BLOCK C check the classification of the trust 
terest as a “qualified trust” or “excepted trust,” and 
in BLOCK C show the category of amount of income 
attributable to you, your spouse or dependent child. 


7. OTHER INVESTMENT INCOME - Report any 
other items of investment income exceeding $200 and 
not described above, along with the specific type and 
actual amount, such as gross income from business 
interests, endowment or annuity contract payments, 
estate income, or a distributive share of a partnership 
or joint business venture income. To identify the 
sources of other investment income, either for you, 
your spouse, or a dependent child, briefly 
characterize in BLOCK A the nature of the business 
or investment interest and, when applicable, the 
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location: for example...“one-third ownership in a 
retail furniture store in Chicago, IL.” In BLOCK C 
under OTHER, specify the applicable type of income, 
for example...“distributive share” from a partnership 
‘or “gross income” from a proprietorship, and under 
ACTUAL AMOUNT the actual amount of such 
income which was received during the reporting 
period. Where the asset is listed because of a value of 
greater than $1,000 in BLOCK B, but it does not 
produce more than $200 in income for the reporting 
riod, check “None (or less than $201)” instead of 
listing the actual amount. 


Schedule B 


L Part I- Transactions 
A. General Instructions and Items to Report 


This part is to be completed by incumbents and 
termination filers only. Give a description, the date, 
and the category of amount of any purchase, sale, or 
exchanges of any real property, stocks, bonds, 
commodity futures, excepted investment fund shares, 
and other securities by you, your spouse or 
dependent child when the amount involved in the 
transaction exceeded $1,000. Also, indicate whether 
sales were made pursuant to a certificate of 
divestiture previously issued by OGE to permit 
delayed recognition of capital gain. (For more 
information on certificates of divestiture, see 5 C.F.R. 
Part 2634, Subpart J.) This includes reporting any 
sale or exchange of an asset involving an amount 
exceeding $1,000 when the sold or exchanged asset 
did not yield income of more than $200 (and 
therefore was not reported on Schedule A), or 
reporting the purchase of an asset involving an 
amount exceeding $1,000 but at the end of the 
reporting period having a value of $1,000 or less and 
eaming income of $200 or less during the reporting 
period (and therefore not appearing on Schedule A). 


The example on the form shows the proper way to 
disclose Central Airlines common stock the reporting 
individual purchased for $75,000 on 2/1/99. Note that 
on Schedule A there is an entry for the stock as well 
since it was still held at the end of the reporting 
period. 

You need not report a transaction involving (1) your 
personal residence (unless rented out); (2) a money 
‘market account or personal savings account; (3) an 
asset of your spouse or dependent child if the asset 
meets the three-part test set forth under the 
instructions for Schedule A, at I1.A.; (4) a holding of 
a “qualified blind trust,” a “qualified diversified 
trust,” or an “excepted trust”; (5) U.S. Treasury bills, 
notes, and bonds; (6) transactions which occurred 
prior to your Federal Government employment; or (7) 
transactions solely by and between the reporting 
individual, spouse, or dependent child. 


You will need to report any transactions made by a 
non-public business or commercial enterprise, 
investment pool, or other entity in which you, your 
spouse or dependent child have a direct proprietary, 
general partnership or other interest unless (1) the 
entity is an “excepted investment fund,” or (2) the 
transaction is incidental to the primary trade or 
business of the entity as indicated by you on Schedule 
A. (See also sections V.e. and f. of the General 
Instructions preceding those for Schedule A.) 


B. What to Show on the Form 


Under identification of assets, identify the property or 
securities involved in the purchase, sale or exchange, 
and give the date of the transaction. For example, 
under IDENTIFICATION OF ASSETS... “GMC 
common stock”, under. = TYPE = OF 
TRANSACTION...check type; under DATE... enter 
date transaction occurred; under AMOUNT OF 
TRANSACTION....check the category of value of the 
sale price, purchase price, or exchange value of the 
property involved in the transaction. You must also 


indicate whether an item was sold pursuant 
to a certificate of divestiture issued by the Office of 
Government Ethics under 5 C.F.R. Part 2634, Subpart 
J, to permit delayed recognition of capital gain. 


Where multiple transactions have occurred which in- 
volve the same asset, you may list the item once, 
check purchase and/or sale, and indicate 
“biweekly,” “throughout year,” or other appropriate 
frequency, and the aggregate amount of the sales and 
purchases. Reporting an exchange generally requires 
reporting two items since one item is exchanged for 
another. 


IL. Part II - Gifts, Reimbursements, and 
Travel Expenses 


A. General Instructions 


This Part is to be completed by incumbents and 
termination filers only. The Act requires you to 
disclose the receipt of certain gifts, in-kind travel 
expenses, and travel-related cash reimbursements by 
you, your spouse or dependent child from any one 
Source other than the U.S. Government. This 
reporting requirement applies to gifts and 
reimbursements received by your spouse or 
dependent child to the extent the gift was not given to 
him or her totally independent of the relationship to 
you. 


B. Items to Report 


Report gifts received by you, your spouse or 
dependent child from any one source during the 
reporting period aggregating more than $350, such 
as tangible items, or food, lodging, transportation, or 
entertainment; and —_— travel-related cash 
reimbursements aggregating more than $350 from 
any one source. A “gift” means any payment, 
forbearance, advance, rendering or deposit of money, 
or anything of value, unless consideration of equal or 
greater value is received by the donor. In determining 
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which gifts and reimbursements must be reported or 
aggregated, exclude these items: 


1. Anything having a value of $140 or less; 


2. Anything received from “relatives.” The term 
“relatives” means an individual who is your father, 
mother, son, daughter, brother, sister, uncle, aunt, 
great uncle, great aunt, first cousin, nephew, niece, 
husband, wife, grandfather, grandmother, grandson, 
granddaughter, father-in-law, mother-in-law, son-i 
law, daughter-in-law, brother-in-law, sister-in-law, 
stepfather, stepmother, stepson, stepdaughter, 
stepbrother, stepsister, half brother, half sister, your 
spouse’s grandfather or grandmother, or your fiancé 
or fiancée; 


3. Bequests and other forms of inheritance; 
4, Suitable mementos of a function honoring the 
reporting individual; 


5. Food, lodging, transportation, and entertainment or 
reimbursements provided by a foreign government 
within a foreign country or by the United States 
Government, or D.C., State or local governments. 


6. Food and beverages not consumed in connection 
with a gift of ovemight lodging; 


7. Anything given to a spouse or dependent child 
totally independent of the relationship to you; 


8. Gift items in the nature of communications to your 
office, such as subscriptions to newspapers and 
periodicals; 


9. Gifts of hospitality (food, lodging, entertainment) 
‘on the donor's personal or family premises, as 
defined in 5 C.F.R. Part 2634; 


10. Gifts and reimbursements received during non- 
Federal employment periods; and 


11. Reimbursements you received for political trips 
which were required to be reported under section 304 
of the Federal Election Campaign Act of 1971 
(2US.C. § 434). 


C. What to Show on the Form 


1. GIFTS - Report the identity of the source, 
brief description, and the value of gifts aggregating 
more than $350 from any one source which were 
received by you, your spouse or dependent child 
and which do not fall within any of the categories of 
exclusions enumerated above. 


a. Food, Lodging, Transportation, Entertainment. 
Include travel itinerary, dates, and nature of expenses 
provided. To reach a more than $350 aggregation, 
you determine whether any one or combination of the 
Components within this gift category received from 
cone source amounts to more than $350 in value. For 
example, if you spent a weekend at a hunting lodge 
‘owned by AmCoal Corporation, and you received 
lodging fairly valued at $195, food valued at $155, 
and entertainment valued at $165, the aggregate value 
of the gift is $515. A gift of this nature — hospitality 
lodge owned by a corporation rather than an 
individual - would not qualify as a “personal 
hospitality” exclusion. To report this gift you would 
show, under SOURCE ... “AmCoal Corp., Chicago, 
IL”; under BRIEF DESCRIPTION... “lodging, food, 
and entertainment as a guest at hunting lodge owned 
by AmCoal, 1/25-27/99"; and under VALUE... 
“$515.” 


b.Other Gifts - If you and your spouse each receive 
a $205 figurine from the same donor (source), the 
gifts have a value of more than $350 and must be 
reported. To report a gift, identify the source, briefly 
describe the item(s), and show the value. In the case 
of the figurines, report on the form under SOURCE.... 
“artifact Co., Omaha, NE”; and under BRIEF 
DESCRIPTION... “two porcelain figurines.” Under 
VALUE... “$410” would be shown. 


2. REIMBURSEMENTS - Report the source, a 
brief description (including a travel itinerary, 
dates, and the nature of expenses provided), and 
the value of any cash reimbursements (except those 
from the United States Government or otherwise 
excluded) aggregating more than $350 which you, 
your spouse or dependent child received from any 
‘one source. For example, if you were reimbursed 
$455 for travel and lodging expenses in connection 
with a speech you made for the Denver Realtors 
Association, you would report this item on the form 
Denver Realtors 
Assoc. under BRIEF 
DESCRIPTION... “travel expenses for speech made 
in Denver: United Airlines round trip from 
Washington, D.C. 1/22-23/00, $295; Denver Airport 
Marriott, $160”; and under VALUE... “$455” would 
be shown. If your spouse made this speech and 
received the reimbursement totally independent of his 
or her relationship to you, no information for this 
item need be reported. 


Note: If you receive food, transportation, lodging, 
and entertainment or a reimbursement of official 
travel expenses from a non-profit tax-exempt 
institution categorized by the IRS as one falling 
within the terms of 26 U.S.C. § 501(c)(3), you must 
report the name of the organization, a brief 
description of the in-kind services or the 
reimbursement and the value. If known, you may also 
wish to note the date you received the required 
written approval from your agency to accept such 
items. See 5 U.S.C. § 4111 and 5 CFR. Part 410, 
Subpart E. You do not have to report an official 
reimbursement received by the agency since it will 
not be received by you in your personal capacity (nor 
by your spouse or dependent child). See 31 U.S.C. § 
1353 (or other agency statute) and 41 C.F.R. Chapter 
304. 
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‘Schedule C 


L. Part I — Liabilities 
A. General Instructions 


The Act you to disclose certain of your 
financial liabilities. The examples on the form show 
how to report a mortgage on real estate the reporting 
individual held for the production of income and a 
promissory note. Note that you will need to disclose 
the date, interest rate and term (if applicable) of each 
liability. Also note you must disclose the highest 
amount owed on any liability held during the 
reporting period, not just at the end of the period. If 
the liability was completely paid during the period, 
you may also note that on the form if you wish. 


B. Items to Report 


Identify and give the category of amount of the 
liabilities which you, your spouse or dependent 
child owed to any creditor which exceeded $10,000 
at any time during the reporting period; except: 


1. personal liability owed to a spouse or dependent 
child, or to a parent, brother, sister, or child of you, 
your spouse or dependent child; 


2. a mortgage or home equity loan secured by real 
property which is the personal residence (or a second 
residence not used for producing income) of you or 
your spouse; 


3.a loan secured by a personal motor vehicle, 
household furniture, or appliances, where the loan 
does not exceed the purchase price of the item; 


4. a revolving charge account where the outstanding 
liability did not exceed $10,000 as of the close of the 
reporting period; and 


5. any liability of your spouse or dependent child 
which represents the sole financial interest or 
responsibility of the spouse or child, and about which 
you have no knowledge, and which is not derived 
from your income, assets, or activities, and 
conceming which you neither derive nor expect to 
derive any financial or economic benefit. 


You are required to report any liability of any non- 
public company, investment pool, or other entity, in 
which you, your spouse or dependent child have an 
interest, unless (1) the liability is incidental to the 
primary trade or business of the entity as indicated by 
you on Schedule A, or (2) the entity is an excepted 
investment fund, (See also sections V.e. and f. of the 
General Instructions preceding those for Schedule A.) 


‘C. What to Show on the Form 


‘Under CREDITORS (NAME, CITY AND STATE), 
show the name and location of the actual creditor 
unless the reporting individual is only able to identify 
a fiduciary and certifies in the report that he has made 
‘a good faith effort to determine who the actual 
creditor is and was unable to do so, or upon his 
certification that such determination is otherwise 
impracticable. Under TYPE OF LIABILITY, briefly 
indicate the nature of the liability. Under DATE, 
enter date loan incurred; under INTEREST RATE, 
note the set rate or, if a variable one, the formula used 
to vary the rate, i.e. prime +2%; and under TERM, 
show the duration of the loan. Check the category of 
value for the highest amount owed during the 
reporting period. 


IL. Part II - Agreements or Arrangements 
A. General Instructions and Items to Report 
Provide information regarding any agreements or 


arrangements you have concerning (1) future 
employment; (2) a leave of absence during your 
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period of Government service; (3) continuation of 
payments by a former employer other than the United 
States Goverment; and (4) contini 
in an employee welfare or benefit plan maintained by 
a former employer other than United States 
Government retirement benefits. This includes any 
agreements or arrangements with a future employer 
entered into by a termination 
the form shows the severance agreement under which 
the reporting individual expects to receive a lump 
sum payment from the law firm he has left in order to 
enter the Government. (Also note the related asset 
and income reported in the second example on 
Schedule A of the form.) 


For purposes of public disclosure, you must disclose 
any negotiations for future employment from the 
point you and a potential non-Federal employer have 
agreed to your future employment by that employer 
whether or not you have settled all of the terms, such 
as salary, title, benefits, and date employment is to 
begin. Your agency may require internal disclosure of 
negotiations much earlier and you should seek 
guidance before conducting any negotiations with 
persons with whom you do business. A criminal 
statute, 18 U.S.C. § 208, applies to official actions 
you may take while negotiating future employment. 


B, What to Show on the Form 


Under STATUS AND TERMS, describe the 
agreement or arrangement with appropriate 
specificity. Under PARTIES, show the name of the 
‘organization, or entity, and (if applicable) the name 
and title of the official, corporate officer, or principal 
person responsible for carrying out the terms of the 
agreement or arrangement. Under DATE, show the 
date of any such arrangement. No report is required 
regarding any agreement or arrangement entered 
into by a spouse or dependent child. 
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‘Schedule D 


L. Part I - Outside Positions 
A. Items to Report 


Report all outside positions held at any time during 
the reporting period, as well as those positions you 
currently hold as an officer, director, trustee, general 
partner, proprietor, representative, employee or 
consultant of (1) any corporation, company, firm, 
partnership, trust, or other business enterprise; (2) any 
non-profit organization; (3) any labor organization; 
(4) any educational institution; or (5) any 
organization other than the United States 
Government, Exclude positions held in any religious, 
social, fraternal, or political entity, and any positions 
solely of an honorary nature. Be sure to report on 
Schedule A any income over $200 that you received 
from acting in any of these positions. No report is 
required regarding any positions held by your 
spouse or dependent child. 


B, What to Show on the Form 


Give the name, location and brief description (type) 
of the organization, the title or other brief functional 
description of the position, and the dates you held the 
position. If you currently hold the position, in the 
entry block under TO, note “Present.” 


I. Part I - Compensation in Excess of $5,000 
Paid by One Source 


A. General Instructions 


This Part is to be completed by nominees and new 
entrants only. You must disclose your sources of 
compensation in excess of $5,000 and the nature or 
the duties you provided. This includes not only the 
source of your salary or other fees, but the disclosure 
of clients for whom you personally provided more 
than $5,000 in services even though the clients’ 


payments were made to your employer, firm or other 
business affiliation. The examples on the form show 
the proper way to disclose the business affiliation 
which paid the reporting individual's compensation, 
in this case a law firm, and a client of the firm for 
which the reporting individual personally provided 
over $5,000 worth of services. This Part does not 
require you to disclose the value of the compensation 
for these services; it does require a brief description 
of the services you provided. When a source has paid 
you directly, you should have a corresponding entry 
on Schedule A if the payment was within the 
reporting period for Schedule A. A client who paid 
your business affiliation more than $5,000 for your 
services will appear only in this Part. 


B. Items to Report 


Report the nature of the duties performed or services 
rendered for any person (other than the United States 
Government) from which compensation in excess of 
$5,000 in either of the two preceding calendar years 
or the present calendar year was received by you or 
an entity which billed for your services (business 
affiliation). Exclude: (1) information to the extent 
that it is considered confidential as a result of a 
privileged relationship established by law, or (2) 
information about persons for whom services were 
provided by a business affiliation of which you were 
a member, partner or employee unless you were 
directly involved in the provision of the services. The 
name of a client of a law firm is not generally 
considered confidential. No report is required 
regarding compensation paid to your spouse or a 
dependent child, 


C. What to Show on the Form 


Under SOURCE, give the name and location of the 
person to whom services were provided, for example, 
“Newark Real Estate Co. (Newark, NJ)"; and under 
BRIEF DESCRIPTION, the title or other brief func- 
tional description of the services rendered, for 
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example: “tax matters researched for above firm 
while an associate with Quinn and Ouspensky.” 


Privacy Act Statement 


Title 1 of the Ethics in Government Act of 1978, as 
amended (the Act), 5 U.S.C. app. § 101 et seq., and 
5 CFR. Part 2634 of the Office of Government 
Ethics regulations require the reporting of this 
information. The primary use of the information on 
this report is for review by Government officials to 
determine compliance with applicable Federal laws 
and regulations. This report may also be disclosed 
upon request to any requesting person pursuant to 
section 105 of the Act or as otherwise authorized by 
law. You may inspect applications for public access 
of your own form upon request. Additional 
disclosures of the information on this report may be 
made: (1) to a Federal, State, or local law 
enforcement agency if the disclosing agency becomes 
aware of a violation or potential violation of law or 
regulation; (2) to a court or party in a court or Federal 
administrative proceeding if the Government is a 
party or in order to comply with a judge-issued 
subpoena; (3) to a source when necessary to obtain 
information relevant to a conflict of interest 
investigation or decision; (4) to the National Archives 
and Records Administration or the General Services 
‘Administration in records management inspections; 
(5) to the Office of Management and Budget (OMB) 
during legislative coordination on private relief 
legislation; (6) to the Department of Justice or in 
certain legal proceedings when the disclosing agency, 
an employee of the disclosing agency, or the United 
States is a party to litigation or has an interest in the 
litigation and the use of such records is deemed 
relevant and necessary to the litigation; (7) to 
reviewing officials in a new office, department or 
agency when an employee transfers from one covered 
position to another, (8) to a Member of Congress or a 
congressional office in response to an inquiry made 
on behalf of an individual who is the subject of the 
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récord; and (9) to contractors .and other" non- 
Government employees working for the Federal 
‘Government to:accomplish a function related to an 
OGE-Governmnentwide-system-of-records-See-also- 


Important Note on -Reporting’ of -Higher-Value » 
Category Items'on Schedules A, B and C of the 


the OGE/GOVT=1 executive branchwide Privacy Act 
system of records. Knowing and willful falsification 
of information, or failure to file or report information 


required to be ‘reported by section 102 of the Act, 


“may subject you to-a civil mionetary penalty and to 
disciplinary action by your employing agency -or 
other -appropriate-authority under section 104 of the 
Aét. Knowing and willful falsification of information 
required. to.be filed by section- 102° of the “Act may 
also subject you to criminal prosecution: 


Public Burden Information 


This collection of information is estimated to take an 
average of three hours per response, including time 
for reviewing the. instnictions,” gathering the data 
needed, and completing. the form. Send. comments 
regarding the burden estimate or any other aspect of 
this collection of information, including suggestions 
for reducing this burden, to the General Counsel; U.S. 


Office of Governiment Ethics (OGE), Suite 500, 1201 - 


New York Avenue, NW:; Washington, DC 20005- 
3917. .Do nit file financial disclosure reports at this 
address; submit them as indicated in “Where to File” 
on page 3. 


Pursuant to the Paperwork Reduction Act, as 
amended, an agency may not conduct or sponsor, and 
no person. is required to respond. to, acollection of 
information unless it displays a currently valid OMB 
‘control number (that number, 3209-0001, is displayed. 
here and in the upper right-hand comer of the first 
page of this OGE Form 278). z 


For assets, income, transactions and liabilities of over 


$1,000,000 in value“that -are held solelyby. your ~ 


spouse or dependent children, ‘just mark the’ over 
$1,000,000 column. For such items which-you as the 
filer hold, either singly ot jointly with your spouse or 
‘dependent children, you must mark'the other higher’ 
categories of value, as appropriate: For assets, 
transactions and’ liabilities, the higher categories are 
$1,000,001". to $5,000,000;.: $5,000,001 ‘to: 
“$25,000,000; $25,000,001 to $50,000,000; and over 
$50,000,000. For income,.the higher. categories are 
$1,000,001 to $5,000,000; and over. $5,000,000. 
Asterisked notes on Schedules A, B, and C explain 
these higher-value category reporting requirements. 


2, 
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US Office of Government Ethics 


SSSESInT CERN RSE CEG RM CETL RR 
bo en Fee for Late Filing 
tet a | E fie o aay nated wae Fequiede fle 
= dr erueares ort 
as repr and ono more han 20 dy 
Reporting die bnixial filed, or, if an extension is granted, more 
Ropers. vame Ale. fan aero eran 
tan 20s ar te lay of 
fing sora 


Title of Position Department or Agency (If Applicable) 


Position for Which 


Filing Reporting Periods 


Incumbents: The reporting period is 
Scene (Number Serest area 5 the preceding calendar year except Part 
Tocation’ot ‘Address (Number, Street, City, State, and ZIP Code) [Fetephone No. (include Area Code) | tre schedule Cand Par, lof Schedule D 
Present Office where you must also include the filing 
(or forwarding address) year up to the date you file. Part Il of 


SShedite Dit not spel 

Tesmonn natant ma Foaca”f F O Posonty and Daves) Weld 

Eeicrnent rg ie edie Termination Filers: The reporting 

Conan artes aed Reraiation|Eilere The reporag 
See Ee ear eastoes hing ona eis 

Sethe date a termination. Patil of 

a Sint bis cor apotcabe 


Presidential Nominees Subject 
se gennte Sontemat Yes Or Nominees, New Entrants and 
Candidates for President and 
Vice President: 


Crraheon Signature of Reporing Inavidual Date (Month, Day. Year 
TCERTI pat the satemenaTENe Svakacin Kate eaderuie oats 
‘Radeon thisformandallatached forincome (SLOCK Cs the preceding 
schedules aptre compi (Calendar year and the curreat calender 
year up tothe date of fling, Value assets 


ynature of Other Reviewer Yea as of any date you choose that is within 
‘Signature of Other Revie Date (Month, Day. Year) sof may dase you chowee 


| Rye er 


Schedule C, Part I (Liabilities)~The 
reporting period is the preceding calendar 
vyear and the current calendar year up to 
any date you choose that is within 31 days 
of the date of filing. 


Schedule C, Part II (Agreements or 
Office of Government Ethics ‘Arrangements)—Show any agreements or 
Use Only E arrangements as of the date of filing. 


‘Schedule D—The reporting period is 


Comments of Reviewing Officials (If additional space is required, use the reverse side of this sheet) the preceding two calendar years and 
the current calendar year up to the date 


of filing. 


(Check box if fling extension granted & Indicate number of days 


Agency Use Only 


(Check box if comment are continued on the reverse side) [] a 


‘Supersedes Prior Eitons. HRC-1232 
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SCHEDULE A 


Reporting Individual's Name 


| Income: type-and amount. If “None (or less than $2 


ValuationofAssets ii 
checked, no other entry is needed in Block C for that item. 


‘Assets and Income i s 
at close of reporting period 


BLOCK B BLOCK ¢ 


BLOCK A 


For you, your spouse, and dependent children, 
report each asset held for investment or the 


production of-income which had a fair market | __ iS 

value exceeding $1,000at the close of the report: | (sls! Iz | 

jing period, or which generated more than $200 |S sigs} is = 3 

jin income during the reporting period, together J 2/8] Jeisjs} ie g ed 

with such income. ols lSi8 lS] e 18 (8 |Slel i us & 8 

3 hares 3 

For yourself, also report the source and actual | #|3}3/2/21S 18/8] (213/815! |} |S F glg|s Ble 

amount of earned income exceeding $200 (other = |S/S/S]aIR1—|S/% 1%] S13) 214) -|s! | [Sle|e 3 1S lhe 

thanfromthelS. Government). Foryourspouse, 13/4 1ZIE 1&1 101)" 1" 1-18) 2| ele] 13] 12/3/38 lelSle is}. 

report the source but not the amount of earned jayry? By bet Sis lSiSisfeje a ed a a 3/5 

income of more than $1,000 (except report the ‘jslslslsislelgigis SUSISISISISi LIST sl4i dele 215 

schial amountof any honoraria Over $200 of J} 1318 sls slsisl4]ZZlStSlSlgisici: lsisis 3 

your spouse). Slalsisls Slolalss| gy el/Slalels|S]aje 3 
| 5) ]5|8)2 16 ls |2|S|s]3| 3/314 2 281518 la|a|a a 


Examples] DveJonesé& Smith, Hometown, State 


4 


ery 


pT one (or ies than st 
po TT TT s200.001 —'s250,000 


* This category applies only if the asset/Income Is solely that of the filer's spouse or dependent children. 
by the filer with the spouse or dependent children, mark the other higher categories of value, a appropriate. 
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oooroors-too'ossf [| of [ ff tT tT Tf 


Q00'0SS - 100'S 1S. 
000'S 1s - 100'ss 


coo'ss-roszs | fT TT te 


Amount 


either that of the filer or jointly held 


type and amount. If “None (or less than $201)” is 


checked, no other entry is needed in Block C for that item. 


Income: 


Pang wauvonurpmdoog | [||| 


(Use only if needed) 


000'000'szs - 100'000'ss 
000'000'sS - To0‘000'Ts 


bo] 
v 
3 
§ 
Z 
§ 
ou 
< 
fa 
a 
i=) 
a 
wa 
oI 
5 
n 


(000'00SS - 100'0Szs. 
(000'0SZS - T00'00TS: 


ValuationofAssets 
at close of reporting period 


(TOO'TS UeIp ssa} 10) aUON |_| a a 


Assets and Income 
by the filer with the spouse or dependent children, mark the other higher categories of value, as appropriate. 


‘This category applies only if the asseV/income is solely that of the filer’s spouse or dependent children. If the asseV/income 


‘Reporting individual's Name 


US. Office of Government Ethics 


HRC-1234 
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SCER Part 2634 Do not complete Schedule B if you are a new entrant, nominee, or Vice Presidential or Presidential Candidate 


US. Office of Government Ethics 
Reporting Individual's Name 


SCHEDULE B 


Part I: Transactions 

Report any purchase, sale, or exchange 

by you, your spouse, or dependent 
children during the reporting period of any 
real property, stocks, bonds, commodity 
futures, and other securities when the 
amount of the transaction exceeded $1,000. 
Include transactions that resulted in a loss. 


Tdentification of Assets 


Do not report a transaction involving None [] 
property used solely as your personal 

Tesidence, or a transaction solely between 

you, your spouse, or dependent child. 

Check the “Certificate of divestiture” block 

to indicate sales made pursuant to a 

certificate of divestiture from OGE. 


Certificate of 
divestiture 


*This category applies only if the underlying asset is solely that of the filer's spouse or dependent children. If the underlying asset is either held 
by the filer or jointly held by the filer with the spouse or dependent children, use the other higher categories of value, as appropriate. 


Part II: Gifts, Reimbursements, and Travel Expenses 


For you, your spouse and dependent children, report the source, a brief descrip- the U.S. Government; given to your agency in connection with official travel; 
tion, and the value of: (1) gifts (such as tangible items, transportation, lodging, received from relatives; received by your spouse or dependent child totally 
food, or entertainment) received from one source totaling more than $350 and independent of their relationship to you; or provided as personal hospitality at 
(2) travel-related cash reimbursements received from one source totaling more the donor's residence. Also, for purposes of aggregating gifts to determine the 
than $350. For conflicts analysis, it is helpful to indicate a basis for receipt, such total value from one source, exclude items worth $140 or less. See instructions 
‘as personal friend, agency approval under 5 U.S.C. § 4111 or other statutory for other exclusions. 

authority, etc. For travel-related gifts and reimbursements, include travel itinerary, 

dates, and the nature of expenses provided. Exclude anything given to you by 


Brief Description 
‘line ticket, hotel room & meals i Te national conference 6/15/99 (personal activity unrelated 
Teather briefcase (personal friend) 


HRC-1235 
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SC i Pat nose Do not complete Schedule B if you are a new entrant, nominee, or Vice Presidential or Presidential Candidate 
iS ome of Govemmen Eies 


Reporting individual's Name SCHEDULE B continued 
(Use only ifneeded) 


Part I: Transactions 


‘Amount of Transaction (x) 


Identification of Assets 


*This category applies only if the underlying asset is solely that of the fller's spouse or dependent children. If the underlying asset is either held 
by the filer or jointly held by the filer with the spouse or dependent children, use the other higher categories of value, as appropriate 
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‘Reporting individual's Name 


. SCHEDULE C 


Part I: Liabilities a mortgage on your personal residence None 
Report liabilities over $10,000 owed _unless itis rented out; loans secured by 

to any one creditor at any time automobiles, household furniture 

during the reporting period by you, or appliances; and liabilities owed to 

your spouse, or dependent children. _certain relatives listed in instructions. 

Check the highest amount owed See instructions for revolving charge 

during the reporting period. Exclude accounts. 


$25,000,001 = 
'$50,000,000 


‘category applies only if the liability is solely that of the filers spouse or dependent children. If the liability is that of the filer or a joint lability of the filer 
with the spouse or dependent children, mark the other higher categories, as appropriate. 


Part II: Agreements or Arrangements 

Report your agreements or arrangements for: (1) continuing participation in an of absence; and (4) future employment. See instructions regarding the report- 
employee benefit plan (e.g. pension, 401k, deferred compensation); (2) continua- _ing of negotiations for any of these arrangements or benefits. oO 
‘tion of payment by a former employer (including severance payments); (3) leaves 


Status and Terms of any Agreement or Arrangement 


Pursuant to partnership agreement, will receive lump sum payment of capltal account & partnership share 


Doe Jones & Smith, Hometown, State 
‘calculated on service performed through 1/00. 
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SCHEDULE D 


Reporting individual's Name 


Part I: Positions Held Outside U.S. Government 
Report any positions held during the applicable reporting period, whether compen- _ organization or educational institution. Exclude positions with religious, 
|sated or not. Positions include but are not limited to those of an officer, director, social, fraternal, or political entities and those solely of an honorary 
trustee, general partner, proprietor, representative, employee, or consultant of nature, 
lany corporation, firm, partnership, or other business enterprise or any non-profit 

Organization (Name and Address) 


Part II: Compensation in Excess of $5,000 Paid by One Source Do not complete this part if you are an 


Incumbent, Termination Filer, or Vice 
Report sources of more than $5,000 compensation received by you or your non-profit organization when Presidential or Presidential Candidate. 
ess affiliation for services provided directly by you during any one year of you directly provided the 


the reporting period. This includes the names of clients and customers of any Services generating a fee or payment of more than $5,000. You 
corporation, firm, partnership, or other business enterprise, or any other need not report the U.S. Government as a source. None [_] 
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| a 
Date: Tue, Aug 25, at 5: 


Subject: Ethics Clearance... (Reply Requested) 
To: "Pagliano, Bryan M" <PaglianoBM@state.gov> 


Cc: bryan@pagliano.com ' 


Dear Mr. Pagliano: i 


Thank you for submitting your financial disclosure report (SF-278) in connection with the \ 
Special Advisor position for the Bureau of Information and Resources ! 
Management. Your report is currently under ethics review; however in order to 
complete the examination, additional information will be needed from you. Just in case 
you don’t have a copy of your report on hand, | have attached it at the bottom of this e- 
mail for your convenience. 


b5 Per DOS 
b6 Per DOS 


HRC-1257 


b5 Per DOS 


b6 Per DOS 
Il 


t 
i 


| look forward to hearing from you soon so that our office may finalize your ethics 
clearance. If you provide your answers via e-mail | will gladly amend your report and 
use the e-mail as reference. 


cones Br | 
: b7c 
ice of the Legal Adviser i 


Financial Disclosure Division i 
<<Pagliano SF-278.pdf>> i 
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Receipt Given O) Yes EY No 
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Federal Rules of Criminal Procedure 
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Receipt Given () Yes No 
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(Communication Enclosing Material) 


Description: Rw Original notes re interview of i 
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Serial # of Originating Document na £ \ 
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From Patna de Kene ed \ 


(Name gf Contributor/interviewee) 


(Address) 
Washin C 
(City and State) 
b6 
To Be Retumed () Yes No 
Receipt Given ) Yes No v 
Grand Jury Material - Disseminate Only Pursuant to Rule 6 (e) 


Federal Rules of Criminal Procedure 


O Yes WDno 
Federal Taxpayer Information (FT1) 


O Yes Sano 
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(Communication Enclosing Material) 


Description: 4) Original notes re interview of fat Uc Ke n neta 
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Patrick Kennedy 
Under Secretary for Management (November 15, 2007) 


i ; b6 
| ne /; Telephone[_____|{Personal Assistant] id prc 


Introduction 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 11-18-2016 BY J376318T80 NSICG 


© Voluntary / Can stop at any time 
© NSLB Disclaimer re: Garrity / not interested in prior statements to DOS 
co FBI's interest in this matter is to assess whether classified information was stored or 
transmitted on the server and if it was compromised by either authorized or 
unauthorized users. 
Knowledge of the private server and email 
© Were private emails / email servers used by any previous Secretary’s of State (Rice, 


Powell)? No. There 


o Was there an approval process for the use of private email / email servers - 


=a 


lo no ovli 
If so, what is the approval process for this arrangement? Wwe p Be 
What steps were taken to review the risks / benefits of this arrangement? apevve 
Who was involved in the review process? 
Was this consistent with DoS policy at that time? 
Did the server violate department policy as stipulated in the Foreign Affairs 
Manual? 
e — ...department’s general policy that normal day-to-day operations be 
conducted on a authorized Automated Information System, which has 
the proper level of security control to provide nonrepudiation, 
authentication and encryption, to ensure confidentiality, integrity and 
availability of the resident information. 
What is the current policy today? 
© When / why did it change? 


o Who had knowledge of the server from DOS at the onset? 


When did you become aware of the arrangement? 


© Did DOS have any role in setting up and / or maintaining the server? 


If so, who specifically was responsible for this? 
© DoS employee, or a contractor? 
o If contractor, what steps to ensure actions were consistent with 
IMS-POEMS procedures, protocols? 
© If contractor, what steps to ensure appropriate threat 
monitoring? 
© Knowledge of Brian Pagliano’s role? Payment structure? 
« What steps were taken to ensure appropriate security protocols were in 
place (updates, patches, antivirus, intrusion monitoring)? 
« Who paid for the set up costs and maintenance costs? 
© Were the secretary's server related expenses reimbursed by State? 


HRC-1281 


© If paid for by State, what is the policy on paying for the 
maintenance of personal property? 
o What guidance was provided by DoS regarding the transmission / storage of sensitive 
~~ and/or classified information on the server? 


Va 
f \What secure comms were available to the secretary at her home and when she was 


WS, raveling? 
* Phone 

= Fax 

® Email (Classnet / JWICS) 


FOIA- 
gocal : 


© When was the first notification to Clinton to produce emails made? rue ' yk 
© Congressional request on Doc re: Benghazi, summer 2014 Dos contact Clinton’s yes wos for ub 
representatives. Formal letters to prior secretaries in October 2014 nid (Ww : ent 
e¢ What was her response? Ww 
© DoS involvement in culling of Clinton’s personal emails by Heather Samuelson 4 se pel , 
© Knowledge / approval of the culling method ok 
© If none, clarify DoS did not provide any oversight, assistance, or guidance on the 
process? 


e FOIA/ Classification Review process 
o What guidance was provided regarding records management and email preservation as 
the private email did not readily allow for use of the SMART archival tool? 


© Whois involved int review of the related Clinton emails / what is their role? bé 
mer Williams & Connolly) ) not C(assitrert b7C 


nor / former W&C) &Y dedassihers . 
Julia Frifield (donor) 
Allegations of conflicts of interest. 


Who is responsible for conducting the review process and determining if specific 
material is B1 (national security information) or B5 (internal deliberations)? 


ruvess 0} What is the process for assessing information that involves the equities of 
Mreauna outside agencies? 
Mil > For emails containing classified deliberations, which takes precedence B1 or BS, 


why? Is it based on a specific policy? 


tp or 
tats *® Who has the final say in the process? 


but nor in vowed ¢ Were there specific items that you reclassified from B1 or BS? 
Ta) ess 1 © Which ones? 


hna wr wit We: ° Why? 
© Can you explain how items could be unclassified when they were originated but are now 
considered classified (i.e., up classifying?) 
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How do you respond to allegations of undue influence to change the FOIA markings to protect / 


mask classified info? 
Any other thoughts / concerns regarding this matter. 
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= . este : ’ _HRC-1288 


From: H <hrod17@clintonemail.com> 


Sone Saturday, June 26, 2010 7:24 AM b6 “Pex Dos 
To ienamceamma| b7C Per DOS 


Subject: Re: hPad 


That is exciting news--do you think you can teach me to use it on the flight to Kyev next week? 


ood Original Message - 
From b6 Per DOS 


To: H b7C Per DOS 
Cc: Huma Abedin 


Sent: Fri Jun 25 20:23:28 2010 
Subject: hPad 


your iPad has arrived! 


HRC-1289 


From: b6 Per DOS 


b7C Per DOS 


Sent: 7/26/2010 9:46:15 PM +00:00 

To: H <HDR22@clintonemail.com> 

ce: Huma Abedin <Huma@clintonemail.com> 
Subject: hPad 


Ok so it's now good to go on two fronts: 
1) It will automatically link into your WiFi network at Whitehaven 


2) Like your Blackberry that can use either, your iPad now also has an AT&T data plan to 
use when you're out and about 


(WiFi is generally MUCH faster, and AT&T's network is a little overwhelmed by the demand 
for iPhones & iPads 


I think the two things for you to get most acquainted with to start are Pulse (the news 
reader) and Safari, the web browser. 


But I set up the Weather HD app to show you the temperature in DC, Chappaqua, and 
Rhinebeck. 


Also, there is a dummy email account on there so we can experimentally send you some 
paper to your iPad 


As always my IT services are available 24/7 


b6 Per DOS 


Message Headers: 


HRC-1290 


From: H <hrod17@clintonemail.com> 


Sent: Thursday, July 1, 2010 6:53 PM b6 Per DOS 


Subject: Re: Test 


Received. 


od Original Message ----- - 
Erony Per DOS, FBI 
b7C Per DOS, FBI 


To:H 


es 
Sent: Thu Jul 01 18:52:18 2010 


Subject: Test 


Testing in-flight communication 


Sent from my iPad 


HRC-1291 


From: | b6 Per DOS 


b7C Per DOS 


Sent: 1/27/2013 11:34:12 PM +00:00 


To: H <HDR22@clintonemail.com> 


ce: Monica Hanlel_ dima Abedin b6 Per DOS 


<Huma@clintonemail.com> b7C Per DOS 


Subject: Re: HELP w my ipad 


Hard to diagnose that remotely. Could be that something changed in your account details 
and the iPad needs updating. Or didn't you add another email account to that iPad when 
your Blackberry wasn't working after the storm? 


Sarere Original Message------ 


From: Evergreen ee er 
To Per 


Cc: Monica Hanley 1G Pex, DOE 
Cc: Huma Abedin 

Subject: HELP w my ipad 

Sent: Jan 27, 2013 5:20 PM 


I used my regular password to open and then a little box popped up which said "Password 
incorrect" and asked that I “enter the password for the Exchange account". What is that? 


I tried to cancel that box by touching "cancel" which didn't work so I touched "ok" which 
did. But when I tried to get into my email, it showed another box that said "Cannot get 
mail" because my user name or password is incorrect. 


Also, my email hasn't updated since 1/23. 


How can I fix this? 


b6 Per DOS 
b7C Per DOS 


Message Headers: 


HRC-1292 


From: H 
Sent: 8/6/2010 7:56:47 PM +00:00 

b6 Per DOS, FBI 
To: b7C Per FBI 
Subject: Fw: Memo 
Attachments: HRC Foreign Press.docx; HRC Foreign Press Slide.pptx 


Pls print for me. 
From b6 Per DOS 
To: b7C Per DOS 


Subject: Memo 


In your iPad email you will find attached memo 


Message Headers: 6 Per DOS, FBI 
b7C Per FBI 


clintonemail.com> 


HRC-1293 


Sent: ednesday, August 4, 25 AM BlexPerinoe 


To: H 
Subject: Re: People 
Yes 


Magazine won't be out until tomorrow but I'll get you hard copies of what i sent you 


From: Evergreen 

td | b6 Per DOS 
Subject: Re: People b7C Per DOS 
Sent: Aug 4, 2010 7:23 AM 


| couldn't get the article on the pad and | can't read it on the bb!! Coud you be sure | get 10 hard copies? 


b6 Per DOS 
b7C Per DOS 


Fro’ 

To: H 

Sent: Wed Aug 04 06:28:03 2010 
Subject: Re: People 


Re-sent both 
Let me know if the don't come through 


From: reen 

qT b6 Per DOS 
; b7C Per DOS 

Subject: Re: People bad 


Sent: Aug 4, 2010 6:12 AM 


Only the cover came thru on both bb and pad. Can you resend the cover ansd article to both? 


eae Original Message ----- 
b6 Per DOS 


Tout b7C Per DOS 
Cc: hPa er 


Sent: Tue Aug 03 22:10:17 2010 
Subject: People 


Cover and article attached 
I'm cc'ing your iPad, you can click on the email link and it should bring it up 


HRC-1294 


b7C Per DOS, FBI 


Date: Wed, 4 Aug 2010 02:07:41 


saetel Original Message----- 
st b6 Per DOS, FBI 
b7C Per DOS, FBI 


Date: Wed, 4 Aug 2010 02:05:49 
To: Huma Abedin<Huma clintonemaicom>[S—~—~—“—~S™SCSCSCid 


Subject: People 


Someone else can pass this on to the newlyweds... 


HRC-1295 


From: [ces b6 Per DOs 


Sent: Saturday, July 24, 2010 1:00 PM b7C Per DOS 
To: H 
Subject: Re: |-PadQuestions 


Let me talk to Justin & Huma to check out the situation, and if there is wifi I'm happy to swing by and set it up. Takes 1 


min and you don't have to be there. kan just hand it to me, I'll set it up, vamanose. b6 
b7C 


So Internet without even seeing me - IT house calls don't get better than that. 


But let me check first 


From: H <HDR22@clintonemail.com> 
Date: Sat, 24 Jul 2010 12:55:01 b6 Per DOS 
To b7C Per DOs 


Subject: Re: l-PadQuestions 

DC until Monday night. 

oe Original Message ----- 

To: H b7C Per DOS 
Sent: Sat Jul 24 12:52:24 2010 


Subject: Re: |-PadQuestions 


The office has no wifi because of security. But there's a more permanent Internet link for the iPad that | will set up the 
next time | have it 


Are you in DC or NY? 


Original Message- 
From: Evergreen 

i | b6 Per DOS 
Subject: Re: l-PadQuestions b7C Per DOS 
Sent: Jul 24, 2010 12:43 PM 


Or could | just do it at the office? 

aero Original Message - 

To:H b7C Per DOS 
Sent: Sat Jul 24 12:40:53 2010 


Subject: Re: |-PadQuestions 


Let me ask Justin/Huma 


HRC-1296 


And on Monday I'll set it up so that it has a near permanent Internet feed 


Original Message------ 


From: Evergreen 
To___| b6 Per DOS 


Subject: Re: Il-PadQuestions b7C Per DOS 
Sent: Jul 24, 2010 12:34 PM 


| don't know if | have wi-fi. How do | find out? 

Sof eee b6 Per DOS 
From| b7c Per DOS 
To:H 

Sent: Sat Jul 24 12:20:14 2010 


Subject: Re: Il-PadQuestions 


Pulse - automatically updates when you open it. If you look to the left of each name of the news org, you'll initially see a 
circle like symbol. That means it's updating. 


Oh, actually the problem you are having is that it needs to find WiFi - do you have WiFi in whatever home you're in now? 


We just need to set that up once and it will subsequently connect whenever it senses that wifi. 
b5S Per DOS 


------Original Message------ 
From: Evergreen 


To} b6 Per DOS 
Subject: l-PadQuestions b7C Per DOS 
Sent: Jul 24, 2010 12:12 PM 

How do | get the Pulse to update? It still shows what it did when you first demo'd it for me. 


Do | need to charge it? If so, how? | have no cords. 


Does Huma now know enough to help? Can you show me on Monday? 


HRC-1297 


From: bé Per DOS 
Sent: Tuesday, February 14, 2012 8:09 PM b7C Per DOS 
To: H 

Ce: Huma Abedin 

Subject: of 


DISCLAIMER: This is probably a LOT more than you bargained for, but since you asked... 
I think there were two main reasons you didn't like what are now the two old new berrys: 


1) You didn't like the physical changes in the new models as compared to your longtime berry (one was absurdly large, 
both had touchpads instead of trackballs, etc) 


2) Less obvious, you didn't like Blackberry's most current operating system - its software interface that gives it its look 
and feel to the user - which came installed on the new devices. In that you are not alone. Blackberry has taken a lot of 
grief over it from users and critics. | can't stand it. 


So without having actually seen your latest new old berry, I'm guessing that the reason you like it is the familiarity of the 
device coupled with the familiar operating system. It's just like the old one. If not identical, awfully close. 


Problem is, one of the very few upsides of the new operating system is the incorporation of the emoticon chart with the 
texting feature. 


So you're in a bit of a Catch-22: to get back what you like you're going to have to revert to what you didn't like - 
meaning, the latest operating system. 


When | can get my hands on it, I'll know for sure if that's the problem 


From: Evergreen 

qT b6 Per DOS, FBI 
- b7C Per DOS, FBI 

Cc: Huma A\ 

Subject: Re 

Sent: Feb 14, 2012 6:45 PM 


Thanks for forwarding t____] b6 


b7c 
!am quite bereft that I've lost the emoticons from my latest new old berry. Is there anyway | can add them? 
From: b6 Per DOS 
Sent: Sunday, February 12, 2012 03:41 PM b7C Per DOS 


To: H 
Cc: Huma Abedin 


HRC-1298 


- 


subject:[__ eS 
I shared with[_____ the ortion of your interview with Rachel Combe of Elle that was about her. ent 
the thank ‘ag note below a nas of Rahm's office, currently working wit! at 


Secretary Clinton, 

| saw the comments you made in Elle and wanted to say thank you. 

Your personal comments about me were so nice and so appreciated. On the debate on the “ambition gap”, you 
summarized more clearly what | am trying to say than anyone has by far. You are exactly right. | am frustrated by all of 
the ways women hold themselves back and feel less confident than they should. My point has been to try to empower 
them to believe they can do it and therefore get the leadership roles they deserve. Thank you for understanding and for 
being able to say this so clearly. 

The highlight of my last few weeks was not the filing of our S-1, but the invitation to have dinner with you. | am really 
looking forward to it. | also have had a chance to get to know Chelsea a bit recently and as you of course know, she is 
spectacular. 


| look forward to seeing you soon. 


Warmly yours, 


b6 


b6 
b7c 


HRC-1299 


b7C Per DOS 


Sent: Wednesday, May 18, 2011 10:19 PM 
To: H 

Subject: Re: IMG00069-20110512-0754,jpg 
Ok 


oe Original Message ----- 

From: H [mailto:HDR22 @clintonemail.com] 

Sent: Wednesday, May 18, 2011 10:16 PM 

a | b6 Per DOS 
Subject: Re: IMGO0069-20110512-0754.jpg b7c Per DOS 


Yes, so pls remove any identifiers from my berry but you can tell them it's the one | took. Or we could make prints and | 
could sign to each. 


sore Original Message 
ae ee b6 Per Dos 
Sent: Wednesday, May 18, 2011 10:13 PM b7C Per DOS 


To:H 
Cc: Huma Abedin; Sullivan, Jacob J <SullivanJJ@state.gov> 
Subject: Re: IMGO0069-20110512-0754.jpg 


They'll love it - did you take it on your berry? 


seeee Original Message ----- 
From: H [mailto:HDR22 @clintonemail.com] 


Sent , 2011 10:06 PM 
To} b6 Per DOS 


Cc: Huma Abedin <Huma@clintonemail.com>; Sullivan, Jacob J Bic Pet: DOs 
Subject: IMGO0069-20110512-0754.jpg 


Do you want to email to Lachlan et al? 


HRC-1300 


From: b6 Per DOS 
Sent: Sunday, July 25, 2010 11:37 AM b7C Per DOS 
To: H 

Subject: Re: WiFi 

Aok 


From: H <HDR22@clintonemail.com> 

Date: Sun, 25 Jul 2010 11:36:25 

T b6 Per DOS 
Subject: Re: WiFi BIC Ree DRS 


It's a mystery to me. I'll leave it at home and you can come by in am, fix it and then bring to me at work. OK? 


To:H b7C Per DOS 


Sent: Sun Jul 25 11:31:27 2010 
Subject: Re: WiFi 


Ok 
It's good that you're getting used to it though Because you can't break it 


From: H <HDR22@clintonemail.com> 

Date: Sun, 25 Jul 2010 11:30:40 

To b6 Per DOS 
Subject: Re: WiFi b7C Per DOS 


Ok. I'm into the keyboard which asks for a network name and security--none of which | know. So let's just wait. 


Original Message - 
From b6 Per DOS 


To: H b7C Per DOS 
Sent: Sun Jul 25 10:53:31 2010 


Subject: Re: WiFi 


Wait 
see the problem 
You are IN pulse 


You skipped the step where you physically press the recessed button on the face of the iPad That will take you to your 
"Home" 


Then resume the steps below 


HRC-1301 


~ 


If not I'll swing by 


From: Evergreen 
| b6 Per DOS 


Subject: Re: WiFi b7C Per DOS 
Sent: Jul 25, 2010 10:47 AM 


When | tap on the gear, | can only get a list of the sources included in pulse. | tapped every other icon and still couldn't 
get a wi-fi list. 


a = 
b7C Per DOS 

Sent: Sat Jul 24 18:57:58 2010 

Subject: WiFi 


Connected with Justin, let's try this: 


¢ Turn on the iPad, click on the Home button (remember that the Home button is the only mechanical button on the 
face if the iPad, recessed) 


Find the "Settings" icon; it's grey, a little picture of gears; tap on it to open it 


* Along the left hand side of the screen you will now see a series of options. The second one down from the top is "Wi- 
Fi" - tap on that 


* When you tap on that you'll see that the right side of the iPad changes and it has a part that says "Choose a 
Network..." 


* It scans the location you're in for available WiFi networks. A network called "Home" should be listed (might also list 

the neighbors or others in the area); select "Home" by tapping on it b6 Per DOS 
b7C Per DOS 

* Because the network is secure, it will now prompt you to enter a password. Justin says Ce so enter that 

and let's see what happens. He says that on the computer screen on your 3rd floor it has the name and password of 

your wifi network. 


You only have to do this once - from now on when you're at Whitehaven it will find and connect to Home. 


~ \w 
sabe 


HRC-1302 


To: 
Subject: Re: Enterprise Activation 


b6 Per DOS 
Sent time: 1/11/2014 0: 4PM 


I think SSL 993, but will confirm. 


ag || be Pex bos 
Date: 1 eeaneca Hamas b7C Per DOS 


To: BG 
Subject: RE: Enterprise Activation 


a | b6 Per DOS 


b7C Per DOS 
Does the Blackberry in question for HRC support SSL IMAP via port 993, or just standard IMAP on port 143? 

Se pea ales 3 ’ ~~ “ b6 Per DOS 
cron b7C Per DOS 
Se lecember 10, 2014 6:11 PM 
To; 

Subject: Enterprise Activation b6 Per DOS 
b7C Per DOS 


hank you again today and bearing with my wannabe-IT routine. We've got it set so that Huma will be able to switch her Blackberry to 
jonight, and HRC in the morning. The same person - my IT deputy — will be with both for each transition. So, three things in 
advance of that: 


1) As discussed, we'd like to add HRC’s ne ccounts back on her device once its control shifts ; eet | 
so if you could please make the required II change you mentioned, that would be great. Please let me know when we are good to goon 
this front; 

2) Once both of their devices are successfully transitioned to th ictivesync, the forwarding iraccounts should be 
turned on (hrod17@clintonemail.com juma@clintonemail.com oY caociacicaeval that their email 
Passes smoothly through to their new accounts. | will let you know when we are ready to flick the switch on the forwarding, sometime 
tomorrow. 


3) Lastly, once Huma has had a chance to go through her stuff, and everything else is flowing correctly, Cheryl will give you the GO on the 
policy change you two have discussed. As she said, Friday is the target day, hopefully early but no later than COB. 


Hopefully that all makes sense, but let me know if you want to jump back on the phone to discuss. 


This email has been scanned for email related threats and delivered safely by Mimecast. 
For more information please visit http://www.mimecast.com 
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b7c 
January 11, 2016 | 


a : 
ational Security Division Bic 


Department of Justice 
Washington, D.C. 201530 
bé 


Dear Mr[__| 


Pursuant to our letter agreement with the government dated September 10, 2015, today we 
voluntarily provided the FBI one black SanDisk thumb drive (“thumb drive”), containing certain 
data requested by the government. We provided the thumb drive for the purposes of DOJ/FBI’s 
investigation of Secretary Clinton’s personal email accounts. 


b6 
b7c 


As you know, we previously provided the FBI one Apple brand MacBook Pro laptop computer, 
Serial Number W89361H6644, and one Apple brand MacBook Air laptop computer, Serial 
Number:C02LF01CFM74 (collectively, “laptops”), that belonged to Justin Cooper. We later 
provided the FBI one Western Digital brand My Passport Ultra external hard drive, Serial 
Number WXG1AA3M2130 (“WD Passport Drive”), that contained additional data originating 
from Mr. Cooper’s laptops or archival images of them. We provided both laptops and the WD 
Passport Drive for the purposes of DOJ/FBI’s investigation of Secretary Clinton’s personal email 
accounts. 


As agreed, at the time of their delivery the laptops and the WD Passport Drive contained Mr. 
Cooper’s emails! to and from Secretary Clinton during her tenure as Secretary of State extracted 
from his email files. As we described in our letter to you dated November 25, 2015, we 
determined that our review/production protocol generally did not lead to us isolating and 
producing duplicates of emails that were contained in longer chain emails that did not otherwise 
satisfy the criteria of your request. You then asked that we provide you those chain emails. We 
enclose those chain emails here. 


As we agreed on September 10, 2015, and in our subsequent productions: 


' We treated any email addressed to or from Mr. Cooper as his email. As such, our productions contained not only 
those emails that were sent between Mr. Cooper and Secretary Clinton but also emails that were addressed to both 
Mr. Cooper and Secretary Clinton (within the same email). 


Wilmer Cutler Pickering Hale and Dorr ur, 1875 Pennsylvania Avenue NW, Washington, DC 20006 
Beijing Berlin Boston ~—- Brussels Denver__— Frankfurt. = London Los Angeles New York Palo Alto. Washington 
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January 11, 2016 
Page 2 


+ We authorize the government to possess and review all of Mr. Cooper’s emails to or from 
Secretary Clinton while she was Secretary of State (January 21, 2009 to February 1, 
2013). During that time, Secretary Clinton occasionally sent Mr. Cooper emails for 
hand-delivery to her husband, President Clinton. We are aware that at least one of the 
emails enclosed here contains information exchanged with a lawyer and may be subject 
to the Attorney-Client Privilege. 


As we discussed on January 10, 2016, we have provided a copy of the enclosed email chains to 
Williams & Connolly, with one exception. We excluded one email chain dated March 8, 2011, 
found on Mr. Cooper’s MacBook Air. Mr. Cooper has not otherwise retained or transferred the 
enclosed email chains. 
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Re: Question | Page 1 of 2 


Re:-Question 


QU From: Colin Powel _ b6 Per DOS 
\s Hillary Clinton hr15@att. amas net es : 
Subject: i Re: Question x 


ao 
I didn't have a BlackBerry. What I did do was have a personal computer that was hooked up to 
a private phone line (sounds ancient.) SoI could gommunicate with a wide range of friends 
directly without it going through the State Department servers. I even used it to do business 
with some foreign leaders and some of-the senior |folks in the Department on their personal 
email accounts. I did the same thing on the road.in hotels. 


Now, the real issue had to do with PDAs, as we cal led. them a few years ago before BlackBerry 
became a noun. And the issue was DS would notjallow them ‘into the secure spaces, especially 
up'your way, When I asked why. not they gave me, all kinds of nonsense about ‘how they gave 
out signals and could be read by spies, etc. Same; reason they tried to keep mobile phones out 
of the suite.|I had numerous meetings with them. | We even opened one up for them to try to 
explain to me why it-was more dangerous than say, @ remote control for one of the many tvs in ~ 
the suite. Or something embedded in my shoe heel. They never satisfied me.and. NSA/CIA 
wouldn't back off. So, we just went about our business and: stopped asking. I had an ancient 
version of a PDA and used it. In general, the suite y was so sealed, that it is hard to get signals in 
or out wirelessly. H : 


However, there is a real danger. If it is public thatiyou have a ‘BlackBerry and it it government 
\o and you are using it, government or not, to do business, it may become an official record and 
% - subject to the law. Reading about the President's BB rules this morning, it sounds like it won't 
be as useful ‘as it used to be. Be very careful. I got around it all by not saying much and not 
using systems that captured the data. 4 F . 


You will find ‘pS driving you crazy if you let them.: They had Maddy tied up in knots. I refused 
-to'let them live in my house or build a place on my?property. They found an empty garage half a 
block away. |On weekends, I drove my beloved cars around town without them following me. I 

promised I would have a phone and not be gone more than.an hour or two at Tysons or. the 
hardware store. They hated it and asked me to sigh a letter relieving. them of responsibility if I 
got whacked/ while doing that. I gladly did. Spontaneity was my security. They wanted to have. 
two to three guys follow me around the building allithe time. I said if they were doing their job 
guarding the} place, they didn't.need to follow me., I relented and let one guy follow me one full 
corridor behind just so they knew where I was if s.needed immediately. Their. job is to keep 
you hermetically sealed up. Love,. Colin 


On Fri, Jan 23, 2009 at 7:37 AM, > wrote: 
Dear Colin, 


I hope to catch up Soon w you, but I have one pressing question which only you can answer! 
What wereithe restrictions on your use of your blackberry? Did you use it in your personal 
office? I've been told that the DSS personnel knew } ‘you had one and used it but no one fesses 
up to knowing how you used it! . be 
ag President Obama has struck a blow for berry addicts like us. I just have to figure out how to 
bring along the State Dept. Any and all advice is welcome. : 
All the best to you and Alma, Hillary j { 


da 
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b6 Per DOS 


. From: © : : ig . . Justin Cooper, 3 
“Sent: - : - ©, 8/18/2011 4:13:52 PM +00:00- 
‘To: |: Poss + “Abedin,.. Huma" <SBUSTATE/SES/RECIPIENTS/ABEDINH> 
“Subject: © ” Re: She doesn't Ike ipad 2 so.l'm not doing anything. 
: Nice. Good . : oe : o oan 


- “Original Message wee 

From:- Abedin, “Huina {mailto:AbedinH@state. gov] 
» Sent: Thursday,| August 18, 2011 12:12PM a as 
To: Justin Cooper -: °° 7 : : uy 
Subject: Re: She doesn’ t like ipad 2 so I'm not doing ‘anything. , bt 
~ Dunno } 
. She’ gave to monica "as a birthday gift’ 


7 genes Original Message ----- : ‘ 
From: Justin Cooper i brea ——_ . b6 Per DOS 
“Sent: ‘Thursday, August’ 18. 70S" 7 ; ; $ i 
To:, Abedin,, Huma , : 
Subject: Re:: She doesn’ t like ipad 2 so 1! m not doing anything. 


M1 buy it if” ul want. Which one is it. 


toned Original Message aetee Nas 

From: Abedin, Huma [mai] to: AbedinH@state. gov] : . 

Sent: Thursday,) August 18, 2011 12: 02, PM ae 
» To: ‘Justin Cooper: : 

Subject: She doesn''t like ipad 2 so'I'm not doing anything. 


' 
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From: Justin Coope: 
To: “AbedinH@state.gov" <AbedinH@state.gov> 
: Thu, 18 Aug 2011 12:13:52 -0400 
ject: Re: She n't like ipad 2 
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PR_RIM_INTERNET_MESS 
AGE_ID: 
PR_RIM_PAGER_TX_FLAG: true 


PR_RIM_MSG_STATUS: 1 
PR_RIM_MSG_ON_DEVICE true 

_3_6: 

PR_RIM_MSG_REF_ID: -124596289 
PR_RIM_MSG_FOLDER_ID: -6 
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Monica Hanley Interview Outline 


Current Position 


* Professional Background 


oe: Special Assistant (schedule C-employee), usps Office of Secretary ¢ of State anuary 2010° 


Tenure at. ‘State Department 


USDS/Legal Training 


: Kristen. Gillibrand (January.2009-April 2009) 


Staff ‘Assistant and Director of Governmental Affairs, US Senator Hillary Clinton (2004 
2009) 
Assistant State Director for Governmental Affairs and Committee’ Relations, | 


Employment from:April 2009 - January 2010 unknown : pn | 


-{March 2013) 


Employed as assistant to Clinton (March 2013 - ?) in. what capacity? 
Current: ‘position? Employee of| Dates unknown _ 


Worked/working on Clinton campaign or Clinton foundation since USDS? 


ic 

Job, role 

+ ©’ What was your role at Department of State? 

o What was your interaction with Secretary Clinton? ) 
:_.". Did-you.travel with the Secretary? Domestically and intern| tionally? - 

o : What was the nature of her’ ‘communication with you? (email, me ptings, me 


© ‘Clearance? 4 $¢| 
‘0° Who was your predecessor at DoS? 


po 
y got So 
Trainin Briefings on » handling of classi ied? : é, 
Federal records? Céna. ~~ row bh hanale ] 
FOIA? ba chang Py | Nea France| 
wettucd Pet oy 


Use of (personal) email at DoS .. 2 
Use of ersonal) email at DoS .. Creatt d 


Sa hri5 att. blackbern net 


d. peas 
rae wad Per DOS, FBI...’ 
= : er b7C Per DOS, FBI" 
oO. What were all the email addresses used Dy Secretary Clinton during her time at we 
State Department? —_—S Sunsd Bata, |. ¢ 


o* 


head (102 clit . com (ater a 7 


‘IC 
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= What about a USDS blackberry [ssi nc@state.gov gov|(show tab 1) 
e (#503456 Huma USDS .pst — this email account contained emails 
until January 2011) 
o Were you aware of Secretary Clinton using her personal server/email address? 
Do you know when she started using her personal server/email address? 
Who else was aware? 
= If so, why was this decision made? By who? When? Legal considerations? 
Federal records? Classified information? Security? 


o What email did she use when she lost connectivity during the snowstorm of 2011 b6 Per 
and Hurricane Sandy (October 2012)? b7C DOS 

© Interaction with Justin Cooper and/or Bryan Pagliano? Understanding of roles? 

© Hanley’s use of personal email han leym r@ stadt om 


What email accounts did you use while at DoS? 
Did you use a personal email address? = 2 | Ww 
How often? For what types of communications? ws 

Dia 


(Original dataset revealed ~900 emails containing hanleymr@state.gov w 
o Aware of other people using personal email instead of official email for work 


purposes? 
co Ifso, who? Why did they do this? 


LA? bse of Class aeeent 


¢ Handling of Classified Information/Operational Security 
© What was the procedure for communicating classified information to Secretary 
Clinton? 
© - How did she receive classified information while traveling? What were the 
security protocols for communication while traveling? 


. . 
Ye pouch and fax? Staff at residence? Oscar? 
o What was Secretary Clinton’s intent behind “please print” emails? For USDS 
archiving? If so where are the hardcopies? If hardcopies were discarded how 
were they disposed of, were they destroyed/shredded? (show tab 2) 
= (#3105 w/ Blair) 
= (#14552 Syria attachment) 


Comm uct f 6Hai\ 4 pant? (Ae 2 CJ 


Devices 
iPad 
o What models did she own while Secretary of State? When did she use each 
model? ley ? 
2 and 7 


HRC-1328 


SECRET 


o What did she use her iPad for? 
= Did she take it with her internationally? 
= Did she access/send email? 
= Who else had access to that device? Assistants? 
o Were any ipads connected to her email addresses? 
* Who connected her email accounts to her iPad? 
= Which email addresses and when were they connected? (show tab 3) 
e (#18416 Hanley adjusted ipad and blackberry so Clinton could 
receive email on ipad — February 2012) 
e (#12618 Clinton discusses difficulty accessing emails on ipad — 
possibly added another email account on ipad following storm 


that knocked out blackberry service — January 2013) 
© Areyou amiar wth thd. malcom account? iso, what wast bs 
b7c 
used for? 

= Ever used for work? 

= Ever used as recovery email? 
©. Did Secretary Clinton ever take and use iPad at Department of State? 
o. iPad in our possession was registered to Hanley — when did she take possession 


of that device? (i Pud 2) 


. inchuhon ocd tecingta Stash 


bi hencauasit, f pdudPesahine etn? 
= Who else had access to that device while it was in Hanley’s possession? 
(Hanley references in text messages found on the iPad tha | had 
the device at one point — NFI) 
0. Did you ever receive a iPad [iPad 2] from Clinton? (Show tab 3B) 
= Understanding of why? 


K = Instructions on use? Personal/Professional? 


Blackberries 
o How many Blackberries are you aware of that Secretary Clinton owned? 
= (Pagliano indicated in proffer that Monica Hanley bought four 
blackberries in appx. Winter 2011) (According to emails, Clinton’s 
blackberry died in January 2012, Monica purchased blackberry 
replacements for Clinton to try) (Show tab 4) 
© (#19332 Cooper indicates to Clinton that Monica has a new 
blackberry for her — January 31, 2012) 
© (#438979 Huma USDS .pst — Hanley looks to buy a “new one of her 
old version” in February 2012) 
© (#23831 Huma USDS .pst — Clinton spilled coffee on blackberry 
Hanley will replace that blackberry with “one of the old ones she 
didn’t like” — March 2012) 
o Was it her practice to utilize/travel with multiple blackberries? 


o Describe all model types you are aware of 93 leo Curve 
= “Longtime” blackberry Midel: 
. ir ’t til — 22 
New models she didn’t like yo’ ~ 210 ATHAT 
3 - 41006 Monte 


at ‘ 
Coe $400 - BB Cune 
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= “New old” model she reverted to 
o. Did you activate.any of them or connect them to her email? If not, who did? 
o Did you and others who worked closely with Clinton at DoS use Blackberry 
devices? 
o Use of Texting via Blackberry? Pins? > 
what email aterunts assotiatcd 7 
Desktop/laptop computers 
o Are you aware of any home computers (desktop or laptop) that were connected 
to her email? 
© Did Secretary Clinton ever travel with any personal laptops that were connected . 
to her email? 
—Po Are YOu g aware i face any email archives? (According to the Pagliano interview, 


Hanley 'asshtin ssestions Wn of a laptop with archived Clinton emails in ®6 Per DOS, FBI 
b7C Per DOS, FBI 


approximately early 2012.) 
o Archive is likely located on a Macbook wena is Hanley 
sent to him on 24 February 2014 (Show tab 5 
= (confirmed by Fedex shipping records from 24 February 2014) 
© Did you have any other interaction with lor PRN? 


Oreated h pay 


© Did Macbook contain Hrcarchive? e¥pmnses 0 f 
= What was on there? Who created? Who wasitgiven to? Where isitnow? 7" 
Who told to ship? Why? ther instructions? otha 
= Laptop was shipped fro! were you employed there at 


the time? 


fir  Beeretary 


© o When and where were secure cell phones used? fh 

o Were secure cells signed out from USDS to take on travel or to her residence? 

(show tab 6) bé 
= (#43899 Huma USDS .pst — Hanley attempting to locate secure cell for b7c 
Clinton’s use at DC residence and while on travel — March 2011) 
& = (#332405 Huma USDS .pst — Abedin emails Hanley about traveling with 
cS > © secure cell to Arkansas — June 2012) 

> « og © How often did Secretary Clinton utilize secure cell phones while traveling? 


ve Email migration to hrcoffice.com account 


e¢ When did Secretary Clinton stop using the{clintonemal com omain? 


HRC-1330 


_SESRET_ 


SSSRET_ 


: . XW? 
What prompted the switched to the hrcoffice.com domain? ue b6 
o Whoset it up? | b7C 
o What provider is it? Microsoft or Google? 
o Were any of Secretary Clinton’s clintonemail.com emails migrated to her new 
hrcoffice.com account? 


60,000 Email Review/Cull Down 


e Were you involved in the review of the 60,000 emails? 
o What is your understanding of the process used to cull down the set? 
© What was the source of the 60,000? 


¢ Did anyone contact you to search for and provide emails with Clinton contained in your 
Gmail account? 


Discussion of Email # 21552 


e On 16 June 2012 Hanley initiated an email that provided Clinton information in 
preparation for an upcoming secure call with the UK Foreign Secretary. Hanley 
indicated in the beginning of the email that the preparation sheet was secure and she 
would transmit it to Clinton via secure fax. Hanley then provided three bullet points 
likely summarizing information from the secure preparation sheet. (Show tab 7) 


Miscellaneous security concerns/Cyber security 
¢ Did anything unusual ever occur during overseas travel with Secretary Clinton? (e.g., bag 
searches in countries, devices accessed by foreign nationals (either intentional or not), 
devices not work, anyone ever access her hotel, etc?) 
© Did you experience any memorable spear phishing attempts or were you notified of any 


intrusion attempts against your accounts (.gov and personal?), if so, did you report this 


to anyone? 
bl Per DOS 


(5) 
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Law Enforcement Information = = J lorom| i 
Victim Witness Information = = =————Csé[ Gt Sits’ 


b3 Per FBI, EOUSA 
Total P b6 Per FBI 

b7C Per FBI 

b7E Per FBI, EOUSA 


7011 1150 OO02 0834 0313 


HRC-11371 


ALL FBI INFORMATICN CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-04-2018 BY Cé6éW46B11 NSICG 


b3 Per FBI, EOUSA 


one bé Per FBI 

To: : b7C Per FBI 
Subject: b7E Per FBI, EOUSA 
Attachments: 


b3 Per EOUSA 
b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 


Cc: Hammerstrom, Neil (USAVAE b7E Per EOUSA 
Subject: 


After you 
receive all requested materials, complete this report and return to me. If nothing is returned, note that also. 


gence Speci: 


intelli 
SAOIERUA 


b6 Per EOUSA 
b7C Per EOUSA 


{UNCLASSIFIED F@SO7t8SPThis transmission may contain law enforcement sensitive or privileged information, intended only for use 
by the individual or antity to wi ‘he transmission is addressed. it should be treated as Law Enforcement Sensitive / For Official 
Use Only and is intended for security personnel, antiterrorism officers, U.S. Intelligence, and local, state, and federal law 
enforcement officers. if you received this transmission in error, please notify the sender iramediately. Further dissernination should 
be limited to a minimum, consistent with the purpose of supporting effective law enforcement and security of in: tion personnal, 
equipment and facilities 


HRC-11372 


ALL FBI INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 09-04-2018 BY CééW46B11 NSICG 
b3 Per FBI, EOUSA 
b6 Per FBI, EOUSA 

7C Per FBI, EOUSA 


From: b7E Per FBI, EOUSA 
Sent: 
To: (WF) (FBI) RO) (a 
(FBI NSD) (JMD); Hammerstrom, Neil 
(USAVAE) 
Subject: i i 
Attachments: 


b3 Per EOUSA 
b7E Per EOUSA 


Attached are your file copies. When you have received all requested 
documents, please return to m Also if the completed invoice gets sent to you, also return to me. 


b6 Per EOUSA 
b7C Per EOUSA 


(UNCLASSIFIED AFOHGAEES-This transmission may contain law enforcement sensitive or privileged information, intended only for use 
by the individual or entity to which the transmission is addressed. it should be treated as Law Enforcement Sensi For Official 
Use Only and is intended for security personnel, antiterrorism officers, U.S. Intelligence, and focal, state, and federal law 
enforcement oft you received this transmission in error, please notify the sender immediately. Further emination should 
be limited to a minimum, consistent with the purpose of supporting effective law enforcement and security of installation personnel, 
equipment and facilities. 


HRC-11411 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 09-04-2018 BY C6éW46B11 NSICG 
b3 Per FBI, EOUSA 
b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 


From: b7E Per FBI, EOUSA 
Sent: 

Subject: 

Attachments: 


When you have received the requested information, retumn[____—__to me. Have a great weekend. 


b3 Per EOUSA 
b6 Per EOUSA 
b7C Per EOUSA 
b7E Per EOUSA 


{UNCLAS 


DAFCHOPLEST This ssion may contain law enforcement sensitive or privileged information, intended only for use 
by the individual or entity to which the transmission is addressed. it should be treated as Law Enforceme tive / For Official 
Use Only and is intended for security personnel, antiterrorism officers, U.S. Intelligence, and local, state, and federal law 
enforcement officers. if you received ti ansmission in error, please notify the sender immediately. Further dissemination should 
be limited to a minimum, consistent with the purpose of supporting effective law enforcement and security of instailation personnel, 
equipment and facilities. 


HRC-11426 


ALL FBI INECRMATION CONTAINED 


HEREIN IS UNCLASSIFIED 
DATE 09-04-2018 BY Cé6W46B11 NSICG 


(USAVAE) 


From: b3 Per FBI, EOUSA 
Sent: b6 Per EOUSA 
b7C Per EOUSA 


To: 

Subject: b7E Per FBI, EOUSA 
Attachments: 

Attached please find| Please remit this 


information to Speci: lose contact information is on the cover letter. 


a beens eae 
7 aii b6 Per FBI, EOUSA 
Intelligence Specialist b7C Per FBI, EOUSA 


USAQ/ED' b7E Per EOUSA 
(F)703-739-9556 


(UNCLASSIFIED/FOUC/tES}This transmission may contain law enforcement sensitive or privileged information, intended only for use 
by the individual or entity to which the transmission is addressed. It should be treated as Law Enforcement Sensitive / For Official 
Use Only and is intended for security personnel, antiterrorism officers, U.S. Intelligence, and local, state, and federal law 
enforcement officers. If you received this transmission in error, please notify the sender immediately. Further dissemination should 
be limited to a minimum, consistent with the purpose of supporting effective law enforcement and security of installation personnel, 
equipment and facilities. 


7 HRC-11435 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-04-2018 BY C6éW46B11 NSICG 


| lusavae) 


F iti b3 Per FBI, EOUSA 

Sent: b6 Per EOUSA 

To: USAV. b7C Per EOUSA 

Subject: b7E Per FBI, EOUSA 
b3 
b7E 


HRC-11436 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-04-2018 BY Cé6W46B11 NSICG 


[ [USAVAE) 


—— b3 Per FBI, EOUSA 
Sent: b6 Per EOUSA 

To: b7C Per EOUSA 
Subject: b7E Per FBI, EOUSA 
Attachments: 


Please remit this 
hose contact information is on the cover letter. 


information to Special Agent 


b3 Per EOUSA 
Intelligence Specialist b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 


(F)703-739-9556 b7E Per EOUSA 


(UNCLASSIFIED/FOYOALES} This transmission may contain law enforcement sensitive or privileged information, intended only for use 
by the individual or entity to which the transmission is addressed. It should be treated as Law Enforcement Sensitive / For Official 
Use Only and is intended for security personnel, antiterrorism officers, U.S. Intelligence, and local, state, and federal law 
enforcement officers. If you received this transmission in error, please notify the sender immediately. Further dissemination should 
be limited to a minimum, consistent with the purpose of supporting effective law enforcement and security of installation personnel, 
equipment and facilities. 


HRC-11445 


x x COMMUNICATION RESULT REPORT [Ls—izCX”;YSEN re 


FAX HEADER 1: US ATTORNEY'S OFFICE 
FAX HEADER 2: 


TRANSMITTED/STORED : 
FILE MODE OPTION ADDRESS 


y b3 Per FBI, EOUSA 
FACSIMILE CONNECTION b7E Per FBI 


U.S. Department of Justice 


United States Attorney 
Eastern District of Virginia 


National Security and International Crime Unit Fax: (703) 739-9556 


ALL FBI INFORMATION CONTAINED 
FACSIMILE TRANSMISSION HEREIN IS UNCLASSIFIED 


COVER PAGE DATE 09-04-2018 BY CééW46B11 NSICG 
DATE: 
TO: 
PHONE: 
b3 Per FBI, EOUSA 
TO FAX NO.: b6 Per EOUSA 
¥ b7C Per EOUSA 
SENDER b7E Per FBI 
SENDER’S PHONE: 
SENDER’S FAX: 703-739-9556 
PAGES: 3 *Not Including Cover Page* 


Level of Transmitted Information: 


Non-Sensitive Information 
Sensitive But Unclassified (SBU) 


Limited Official Use (LOU) 
Grand Jury Information aie ae 
Tax Information = 


Law Enforcement Information 
Victim Witness Information 


CONTENTS: 


aaa 


HRC-11450 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-04-2018 BY Cé6W46B11 NSICG 


From: 
Sent: 
To: 


(WF) (FBI) 


Ce: Hammerstrom, Neil (USAVAE) b3 Per FBI, EOUSA 
Subject: b6 Per FBI, EOUSA 

b7E Per FBI 
Attached is your file copy of pmailed {| 


b3 Per FBI 
b6 Per EOUSA 
b7C Per EOUSA 
b7E Per FBI 


{UNC DAPOHS FLESH hi: 


aw enforcement sensi 


ansmission may contain ‘ive or privileged information, intended only for use 
by the individual or entity to which the transmission is addressed. it should be treated as Law Enforcement Sensitive / for Official 
Use Only and is intended for security personnel, antiterrorism officers, U.S. Intelligence, and local, state, and federal aw 
enforcement officers. if you received this transmission in error, please notify the sender immediately. Further dissemination should 
be limited to a minimum, consistent with the purpose of supporting effective law enforcement and security of installation personnel, 
equipment and facilities. 


HRC-11451 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-04-2018 BY Cé6W46B11 NSICG 


|usavae) 


From: USAVAE) 

Sent: b3 Per FBI, EOUSA 
To: b6 Per FBI, EOUSA 
porns Tm Per FBI, EOUSA 
Attachments: er. ’ 


Please provide requested 
hose contact information is on the cover letter. 


information to Special Agen 


Intelligence Specialist 
b3 Per EOUSA 


b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 
b7E Per EOUSA 


(F)703-739-9556 


(UNCLASSIFIED/FOUGPtES} This transmission may contain law enforcement sensitive or privileged information, intended only for use 
by the individual or entity to which the transmission is addressed. It should be treated as Law Enforcement Sensitive / For Official 
Use Only and is intended for security personnel, antiterrorism officers, U.S. intelligence, and local, state, and federal law 
enforcement officers. If you received this transmission in error, please notify the sender immediately. Further dissemination should 
be limited to a minimum, consistent with the purpose of supporting effective law enforcement and security of installation personnel, 
equipment and facilities. 


HRC-11456 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-04-2018 BY Cé6W46B11 NSICG 


From: 
Sent: 
To: (RO) (FBI (WF) 
(NSD) (JMD) NSD) 
JMD); Hammerstrom, Neil (USA\ b3 Per FBI, EOUSA 
Subject: b6 Per FBI, EOUSA 
Attachments: 


b7C Per FBI, EOUSA 
b7E Per FBI 


a you have received the requested documents please send a b3 Per FBI, EOUSA 


b7E Per FBI, EOUSA 


b6 Per EOUSA 
b7C Per EOUSA 


{UNCLASSIFIED FORHSAEES} This transmission may contain law enforcement sensitive or privileged information, intended only for use 
by the individual or entity to which the transmission is addressed. it should be treated as Law Enforcement Sensi For Official 
Use Only and is intended for security personnel, antiterrorism officers, U.S. Intelligence, and focal, state, and federal law 
enforcement oft you received this transmission in error, please notify the sender immediately. Further emination should 
be limited to a minimum, consistent with the purpose of supporting effective law enforcement and security of installation personnel, 
equipment and facilities. 


HRC-11457 


z x COMMUNICATION RESULT rerorm[ sd tx 


FAX HEADER 1: US ATTORNEY'S OFFICE 


FAX HEADER 2: b3 Per FBI, EOUSA 
TRANSMITTED/STORED | Los DIE. Pen FRE 
FILE MODE ADDRESS RESULT PAGE 
REASON FFORSERROR oleate Dade tat) eA ee DN eee eee eee 
£-3} NONANSwee® LENE FATE £-4} NO°FacsimiLe CONNECTION 


U.S. Department of Justice 


United States Attorney 
Eastern District of Virginia 


National Security and International Crime Unit Fax: (703) 739-9556 


: ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
FACSIMILE TRANSMISSION DATE 09-04-2018 BY Céew46B11 NSICG 


COVER PAGE 
DATE: Coe 
TO: ° b7C Per EOUSA 
PHONE: b7E Per FBI 
TO FAX NO.: 
SENDER: 
SENDER’S PHONE: 
SENDER’S FAX: 703-739-9556 
PAGES: a: 


*Not Including Cover Page* 


Level of Transmitted Information: 


Non-Sensitive Information 
Sensitive But Unclassified (SBU) 


Limited Official Use (LOU) 

Grand Jury Information 

Tax Information b3 Per EOUSA 

Law Enforcement Information b6 Per FBI 

Victim Witness Information te ee eonaa 
CONTENTS: lh tra 


Please rexoit your response to Special 
gent ‘whose coniact i oa is on the cover letter. 


HRC-11465 


ALL FBI INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 09-04-2018 BY Cé6wW46B11 NSICG 
b3 Per FBI, EOUSA 


6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 
b7E Per FBI 


(WF) 
fammerstrom, Neil 


From: 
Sent: 
To: 


Subject: 
Attachments: 


b3 Per FBI, EOUSA 
b7E Per FBI, EOUSA 


b6 Per EOUSA 
b7C Per EOUSA 


{UNCLASSIFIED POCHSAHESEThis transmission may contain law enforcement sensitive or privileged information, intended only for use 
by the individual or entity to which the transmission is addressed. it should be treated as Law Enforcement Sensi For Official 
Use Only and is intended for security personnel, antiterrorism officers, U.S. Intelligence, and focal, state, and federal law 
enforcement oft you received this transmission in error, please notify the sender immediately. Further emination should 
be limited to a minimum, consistent with the purpose of supporting effective law enforcement and security of installation personnel, 
equipment and facilities. 


HRC-11466 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-04-2018 BY CééW46B11 NSICG 


b3 Per FBI, EOUSA 


From: b6 Per FBI, EOUSA 
Te ala a 
Ce: Hammerstrom, Neil (USAVAE); Dry, Michael (USAVAE) 

Subject: 

Attachments: 


tits) 
b3 Per FBI, EOUSA 
b7E Per FBI, EOUSA 


b6 Per EOUSA 
b7C Per EOUSA 


{UNCLASSIFIED FOHSArES+-This transmission may contain law enforcement sensitive or privileged information, intended only for use 
by the individual or ent 70 which the transmis: ddresse: should be treated as Law Enforcement Sensitive / For Official 
Use Only and is inten: for security personnel, antiterrorism officers, U.S. Intelligence, and local, state, and federal law 

if your d this transmi: n in error, please notify the sender immediately. Further emination should 
ed to a minimum, consistent with the purpose of supporting effective law enforcement and security of installation personnel, 


From Sc bo for For, usa 


Sent: b6 Per FBI, EOUSA 
To b7C Per FBI, EOUSA 
Subj b7E Per FBI 


Haven't heard back from the attorney yet. Had to leave a message. 


| Bs 
FBI/WFO b7C 


desk) 
mobile) 


b3 Per FBI, EOUSA 
b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 
bT7E Per FBI 


, "Hammerstrom, Neil 


ican de that if you have a fax or ernail address. 


HRC-11471 


[| 


Fro | 


Sent: 
To: H strom, Neil (USAVAE); Dry, Michael (USAVAE) 
Subject 


Do we want to send it directly to the attorney? 


S. 
FBI/WEO 


(desk) 
(mobile) 


b3 Per FBI, EOUSA 
b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 
b7E Per FBI 


b6 
b7Cc 


b3 Per FBI, EOUSA 
b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 
b7E Per FBI 


"Dry, Michael (USAVAE)" 


i do not have any fax number for them or a legal 


b3 Per FBI, EOUSA 
b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 
b7E Per FBI, EOUSA 


b3 Per FBI, EOUSA 
b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 
b7E Per FBI, EOUSA 


[pestered |} ort tat ne as 


attached in the email you sent us. Thanks. 


Sent from my iPhone 


On Jan 15, 2016, at 10:05 AM, Dry, Michael (USAVAE)[_____——————_—i|wrote: 


b3 Per FBI, EOUSA 
bS Per EOUSA 

b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 
b7E Per FBI, EOUSA 


OnJan 15,2016, atosaamM WHF, SSCS~SCSY 


wrote: 


Thanks for hand 


if he has any questions content, | car 


HRC-11472 


_ ve 


b7c 
oon - b3 Per FBI, EOUSA 
Cc ) bS Per EOUSA 

= b6 Per FBI, EOUSA 
Subject: Pe 


b7C Per FBI, EOUSA 


b7E Per FBI, EOUSA 
[_Jhere is thi Cid il be in the SCi off and on for the ‘ 


next few hours. | should 


Neil Hammerstrom 
Assistant United States Attorney 


Ph 

From: 

Se 

To (ro) (FenL___ | 

(WF) (FBI NSD) (JMD); Hammerstrom»3 Per FBI, EOUSA 
Neil (USAV/ b6 Per FBI, EOUSA 
Subj b7C Per FBI, EOUSA 


b7E Per FBI, EOUSA 


intelligence Specialist 

USAGEDVA 

b6 Per EOUSA 
b7C Per EOUSA 


priviteged information, 
is addressed. It should be 


otify the 
ent with the 
1, 


purpose of supporting effective 
equipment and faciliti 


liation person 


HRC-11473 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 09-04-2018 BY CésW46B11 NSICG 
b3 Per FBI, EOUSA 
b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 


From: b7E Per FBI 
Sent: 
To: (RO) (FBI) F) 
(NSD) (JMD) (NSD) 
(JMD); Hammerstrom, Neil (USAVAI 
Subject: 
Attachments: 


b3 Per FBI, EOUSA 
b6 Per EOUSA 
b7C Per EOUSA 
b7E Per FBI, EOUSA 


{UNC DAPOHBALESHThis transmission may contain 
by the individual or entity to which the transmission is addressed. it should be treated as Law Enforcement Sensi 
Use Only and is intended for security personnel, antiterrorism officers, U.S. Intelligence, and local, state, 
enforcement officers. if you received this transmission in error, please notify the sender immediately. Further dissemination should 
be limited to a minimum, consistent with the purpose of supporting effective law enforcement and security of installation personnel, 
equipment and facilities. 


aw enforcement sensitive or privileged information, int 


nded only for use 
a / For Official 
federal iaw 


HRC-11475 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-04-2018 BY Cé6w46B11 NSICG 


[ lusavae) 


From: USAVAE) b3 Per FBI, EOUSA 
Sent: b6 Per EOUSA 

To: b7C Per EOUSA 
Subject: b7E Per FBI, EOUSA 
Attachments: 


Please send your response 


toSpecialAgen{___————————_—‘|whose contact information is on the cover letter. 


ll 


Intelligence Specialist 
USAO/EDVA b3 Per EOUSA 


(F)703-739-9556 b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 


b7E Per EOUSA 


(UNCLASSIFIED/FO8OAtES} This transmission may contain law enforcement sensitive or privileged information, intended only for use 
by the individual or entity to which the transmission is addressed. It should be treated as Law Enforcement Sensitive / For Official 
Use Only and is intended for security personnel, antiterrorism officers, U.S. Intelligence, and local, state, and federal law 
enforcement officers. If you received this transmission in error, please notify the sender immediately. Further dissemination should 
be limited to a minimum, consistent with the purpose of supporting effective law enforcement and security of installation personnel, 
equipment and facilities. 


HRC-11483 


ALL FBI INFORMATION CONTAINED 


HEREIN IS UNCLASSIFIED 
DATE 03-04-2018 BY Cé6W46B11 NSICG 


USAVAE) 


b6 Per EOUSA 


From: 
Sent: b7C Per EOUSA 
; b7E Per FBI, EOUSA 
To: 
Subject: 


b3 
b7E 


HRC-11484 


ALL FBI INFORMATICN CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-04-2018 BY Cé6w46B11 NSICG 


From: 
Sent: 
To: (WF) (FBI) (RO) (FBNL—~«d‘ (WF) 

SD) (JMD); NSD) (JMDy 
Ce: Hammerstrom, Neil UUSAVAE) pe ed fox eouse 
Subject: b7C Per FBI, EOUSA 
Attachments: 


b7E Per FBI 


Please return[_______}when requested documents have been received. Also return the bill you may receive to 
me as well. 


b6 Per EOUSA 
b7C Per EOUSA 


{UNCLASSIFIED FOO ALES} This transmission may conta v enforcement sensitive or privileged information, intended only for use 
by the individual or entity to which the transmis: ddressed. it should be treated as Law Enforcement Sensi For Official 
Use Only and is intended for security personnel, antiterrorism officers, U.S. Intelligence, and focal, state, and federal law 
enforcement oft you received this transmission in error, please notify the sender immediately. Further emination should 
be limited to a minimum, consistent with the purpose of supporting effective law enforcement and security of installation personnel, 
equipment and facilities. 


HRC-11485 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 03-04-2018 BY Cé6W46B11 NSICG 


b3 Per FBI, EOUSA 
6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 


From: b7E Per FBI 

Sent: 

To: RO) (FBI); Hami i 
nso) GO) J 

Subject: 

Attachments: 


Attached is your file copy.[ id When you receive the requested information please return? 


ito me. 


b3 Per EOUSA 
b6 Per EOUSA 
b7C Per EOUSA 


{UNCLASSIFIED AOHGALEST This transmission may contai v enforcement sensitive or privileged information, intended only for use 
by the individual or entity to which the transmis: dressed. it should be treated as Law Enforcement Sensi For Official 
Use Only and is intended for security personnel, antiterrorism officers, U.S. Intelligence, and focal, state, and federal law 
enforcement oft you received this transmission in error, please notify the sender immediately. Further emination should 
be limited to a minimum, consistent with the purpose of supporting effective law enforcement and security of installation personnel, 
equipment and facilities. 


HRC-11493 


x x x COMMUNICATION RESULT rrort{[ | x ek x 


FAX HEADER 1: US ATTORNEY'S OFFICE 
FAX HEADER 2: b3 Per FBI, EOUSA 


TRANSMITTED/SToReD :L___—SSSCSC—~id BIE Per FBI 
FILE MODE OPTION ADDRESS RESULT PAGE 


—-2) Busy 
—-4) NO FACSIMILE CONNECTION 


U.S. Department of Justice 


United States Attorney 
Eastern District of Virginia 


National Security and International Crime Unit Fax: (703) 739-9556 


ALL FBI INFORMATION CONTAINED 


HEREIN IS UNCLASSIFIED 
FACSIMILE TRANSMISSION pare 09-04-2018 BY CeswaeRi1 NSICG 


COVER PAGE 
DATE: 
TO: b3 Per FBI, EOUSA 
b6 Per EOUSA 
PHONE: b7c Per EOUSA 
TO FAX NO.: b7E Per FBI 
SENDER: 
SENDER’S PHONE: 
SENDER’S FAX: TOS 73222938 
PAGES: a *Not Including Cover Page* 
Level of Transmitted Information: 
Non-Sensitive Information 
Sensitive But Unclassified (SBU) 
Limited Official Use (LOU) b3 Per EOUSA 
Grand Jury Information b7E Per EOUSA 


‘Tax Information 
Law Enforcement Information 
Victim Witness Information 


CONTENTS: 


(2 SS 


HRC-11501 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-04-2018 BY Cé6W46B11 NSICG 


From: 
Sent: 
To: (RO) (FBI); 

(NSD) (JMD) 
Ce: b3 Per FBI, EOUSA 
Subject: b6 Per FBI, EOUSA 
Attachments: b7C Per FBI, EOUSA 


b7E Per FBI 


Please return the agent’s report to me when you receive 


the requested information. 


b3 Per EOUSA 
b6 Per EOUSA 
b7C Per EOUSA 
b7E Per EOUSA 


(UNCLASSIFIEDAGHBALESPThis transmission may contain law enforcement sensitive or privileged information, intended only for use 
by the individual or entity to which the transmission is addressed. it should be treated as Law Enforcement Sensi For Official 
Use Only and is intended for security personnel, antiterrorism officers, U.S. Intelligence, and focal, state, and federal law 
enforcement oft you received this transmission in error, please notify the sender immediately. Further emination should 
be limited to a minimum, consistent with the purpose of supporting effective law enforcement and security of installation personnel, 
equipment and facilities. 


HRC-11502 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-04-2018 BY CééW46B11 NSICG 


JUSAVAE) 


b3 Per FBI, EOUSA 


To: b6 Per FBI, EOUSA 
Subject: b7C Per FBI, EOUSA 
Attachments: b7E Per FBI 


a a ea 


this information in an electronic format, preferably on a compact disc or other digital storage device to Special Agent 
His contact information is on the cover letter. 


Intelligence Specialist 


USAO/EDVA b6 Per EOUSA 


b7C Per EOUSA 
(F)703-739-9556 


(UNCLASSIFIED/FOYOALES} This transmission may contain law enforcement sensitive or privileged information, intended only for use 
by the individual or entity to which the transmission is addressed. It should be treated as Law Enforcement Sensitive / For Official 
Use Only and is intended for security personnel, antiterrorism officers, U.S. Intelligence, and local, state, and federal law 
enforcement officers. If you received this transmission in error, please notify the sender immediately. Further dissemination should 
be limited to a minimum, consistent with the purpose of supporting effective law enforcement and security of installation personnel, 
equipment and facilities. 


HRC-11509 


ALL FBI INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 09-04-2018 BY Cé6éW46B11 NSICG 
b3 Per FBI, EOUSA 
b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 


From: b7E Per FBI 
Sent: 
To: (WF) (FBI) RO) (FBI) (WF) 
(WF) (FBI NSD) 
b3 Per FBI, EOUSA 
Subject: b6 Per FBI 
Attachments: 


b7C Per FBI 
b7E Per FBI, EOUSA 


replied noting they had received the email and it has been 


assigned case number| 
ito me. 


b6 Per EOUSA 
b7C Per EOUSA 


smission may contain 


{UNCL DAFCHBAESEThis £ law enforcement sensitive or privileged information, intended only for use 
by the individual or entity to which the transmission is addressed. it should be treated as Law Enforcement Sensi For Official 
Use Only and is intended for security personnel, ai rorism officers, U.S. Intelligence, and focal, state, federal iaw 
enforcement officers. if you received this transmission in error, please notify the sender immediately. Further dissemination should 
be limited to a minimum, consistent with the purpose of supporting effective law enforcement and security of installation persannel, 
equipment and facilities. 


HRC-11510 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-04-2018 BY CééW46B11 NSICG 


kusavae) 


From: 
Sent: b3 Per FBI, EOUSA 
To: b6 Per EOUSA 

bi b7C Per EOUSA 
Subject: b7E Per FBI, EOUSA 
Attachments: 


Please provide response to contact information on 
the cover letter. 


at 


Intelligence Specialist 


USAO/EDVA 
b6 Per EOUSA 


(F)703-739-9556 
b7C Per EOUSA 


(UNCLASSIFIED/FO¥@/tES} This transmission may contain law enforcement sensitive or privileged information, intended only for use 
by the individual or entity to which the transmission is addressed. It should be treated as Law Enforcement Sensitive / For Official 
Use Only and is intended for security personnel, antiterrorism officers, U.S. Intelligence, and local, state, and federal law 
enforcement officers. If you received this transmission in error, please notify the sender immediately. Further dissemination should 
be limited to a minimum, consistent with the purpose of supporting effective law enforcement and security of installation personnel, 
equipment and facilities. 


HRC-11518 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-04-2018 BY Cé6w46B11 NSICG 


[ [USAVAE) 
b3 Per FBI, EOUSA 


b6 Per EOUSA 


From: 

Sent: b7C Per EOUSA 
To: b7E Per FBI 
Subject: 


Dear Intelligence Specialis{___| 


b3 
b7E 


HRC-11519 


ALL FBI INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 09-04-2018 BY Cé6w46B11 NSICG 
b3 Per FBI, EOUSA 

6 Per FBI, EOUSA 

b7C Per FBI, EOUSA 


From: b7E Per FBI 

Sent: 

To: (Ro) FB)L_______ (wr) 
(NSD) (JMD); Hammerstrom, Neil 

Subject: 

Attachments: 


When you have received 
b3 Per FBI, EOUSA 
b7E Per FBI 


Attached please find your file cop 
the requested documents/information please retur 


b6 Per EOUSA 
b7C Per EOUSA 


(UNCLASSIFIED FORBALESH his transmission may contain law enforcement sensitive or privileged information, intended only for use 
by the individual or entity to which the transmission is addressed. it should be treated as Law Enforcement Sensi For Official 
Use Only and is intended for security personnel, antiterrorism officers, U.S. Intelligence, and local, state, and federal aw 

you received this transmission in error, please notify the sender immediately. Further emination should 
it with the purpose of supporting effective law enforcement and security of installation personnel, 


enforcement of 
be limited to a minimum, consists 
equipment and facilities. 


HRC-11520 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 03-04-2018 BY Cé6W46B11 NSICG 


[ (USAVAE) 


From: USAVAE b3 Per FBI, EOUSA 
Sent: b6 Per EOUSA 

To: b7C Per EOUSA 
Subject: b7E Per FBI 
Attachments: 


Please provide all 


contact information is on the cover letter. 


b3 Per FBI, EOUSA 
b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 
(F)703-739-9556 b7E Per FBI, EOUSA 


Intelligence Specialist 
USAO/EDVA 


(UNCLASSIFIED/FEY@/+ES} This transmission may contain law enforcement sensitive or privileged information, intended only for use 
by the individual or entity to which the transmission is addressed. It should be treated as Law Enforcement Sensitive / For Official 
Use Only and is intended for security personnel, antiterrorism officers, U.S. Intelligence, and local, state, and federal law 
enforcement officers. If you received this transmission in error, please notify the sender immediately. Further dissemination should 
be limited to a minimum, consistent with the purpose of supporting effective law enforcement and security of installation personnel, 
equipment and facilities. 


HRC-11528 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-04-2018 BY CééW46B11 NSICG 


(USAVAE) 


b3 Per FBI, EOUSA 


From: 

Sent: b6 Per EOUSA 
To: b7C Per EOUSA 
: b7E Per FBI 

Subject: 


b3 
bTE 


HRC-11529 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 09-04-2018 BY Cé6W46B11 NSICG 
b3 Per FBI, EOUSA 
b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 


From: b7E Per FBI, EOUSA 

Sent: 

To: 7 IF) 
NSD) 

Subject: 

Attachments: 


When you have 
received all of the requested information, please retur! to m 


b3 Per EOUSA 
b6 Per EOUSA 
b7C Per EOUSA 
b7E Per EOUSA 


{UNCLASSIFIED POH ALESPThis transmission may contain 
by the individual or entity to which the transmission 
Use Only and is intended for security personnel, a 
enforcement of f you received this transmissio: 
be limited to a minimum, consists 
equipment and facilities. 


law enforcement sensitive or privileged information, intended only for use 
dressed. it should be treated as Law Enforcement Sensi For Official 
errorism officers, U.S. Intelligence, and focal, state, and federal law 

1 in error, please notify the sender immediately. Further emination should 
it with the purpose of supporting effective law enforcement and security of installation personnel, 


HRC-11530 


P. 


x * x COMMUNICATION RESULT REPORT {dh x or x 


FAX HEADER 1: US ATTORNEY'S OFFICE 
FAX HEADER 2: b3 Per FBI, EOUSA 


TRANSMITTED/storeD :L_ Cd b7E Per FBI 


FILE MODE OPTION ADDRESS RESULT PAGE 
OK 4/4 
SEASON _FORLERSOR. Co VcuuuLe;- OCOCStC eee 
E-1) HANG UP _OR LINE FAIL —-2) Busy 
E-3) NO ANSWER E-4) NO FACSIMILE CONNECTION 


U.S. Department of Justice 


United States Attorney 
Eastern District of Virginia 


National Security and International Crime Unit F Fax: (703) 739-9556 


ALL FBI INFORMATION CONTAINED 
FACSIMILE TRANSMISSION HEREIN IS UNCLASSIFIED 


COVER PAGE DATE 09-04-2018 BY Cé6W46B11 NSICG 

DATE: b3 Per FBI, EOUSA 
b6 Per EOUSA 

TO: b7C Per EOUSA 

PHONE: b7C Per FBI 

TO FAX NO:: 

SENDER: 

SENDER'S PHONE: 

SENDER’S FAX: 703-739-9556 

PAGES: 3 “Not Including Cover Page* 


Level of Transmitted Information: 


Non-Sensitive Information 

Sensitive But Unclassified (SBU) 

Limited Official Use (LOU) 

Grand Jury Information b3 Per EOUSA 
Tax Information b7E Per EOUSA 
Law Enforcement Information 

Victim Witness Information 


CONTENTS: 


[ 


HRC-11535 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 09-04-2018 BY Cé6w46B11 NSICG 
b3 Per FBI, EOUSA 
b6 Per FBI, EOUSA 


b7C Per FBI, EOUSA 


From: b7E Per FBI 
Sent: 


To: 1) F) a 
F) (FBI (NSD) (J 


Ce: 
Subject: 
Attachments: 


b3 Per FBI, EOUSA 
b7E Per FBI, EOUSA 


When you have received all requested information please return 


b6 Per EOUSA 
b7C Per EOUSA 


(UNCLASSIFIED AFPOHGAEES+-This transmission may contain law enforcement sensitive or privileged information, intended only for use 
by the individual or entity to which the transmission is addressed. it should be treated as Law Enforcement Sensi For Official 
Use Only and is intended for security personnel, antiterrorism officers, U.S. Intelligence, and focal, state, and federal law 
enforcement oft you received this transmission in error, please notify the sender immediately. Further emination should 
be limited to a minimum, consistent with the purpose of supporting effective law enforcement and security of installation personnel, 
equipment and facilities. 


HRC-11536 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-04-2018 BY Cé6ééW46B11 NSICG 


b3 Per FBI, EOUSA 
b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 


From: b7E Per FBI 

Sent: 

To: BI); Ham| il (USAVAE) (WF) 
(WF) Sy me 5 (JMD) NSD) 

Subject: 

Attachments: 


Did | miss anyone? 


intelligence 
USA 


b6 Per EOUSA 
OENVA b7C Per EOUSA 


DAF GHGAES+This transmission may contain 


{UNC 
dual or entity to which the transmis! 


aw enforcement sensitive or privileged information, intended only for use 
by the ini ison is addressed. it should be treated as Law Enforcement Sensitive / For Official 
Use Only and is intended for security personnel, antiterrorism officers, U.S. Intelligence, and local, state, federal iaw 
enforcement officers. if you received this transmission in error, please notify the sender immediately. Further dissemination should 
be limited to a minimum, consistent with the purpose of supporting effective law enforcement and security of installation personnel, 
equipment and facilities. 


HRC-11541 


x x x COMMUNICATION RESULT A «x 


TRANSMITTED/STORED 
FILE MODE 


e—$= es 


OR LINE FAIL 
R 


FAX HEADER 1: 
FAX HEADER 2: 


US ATTORNEYS OFFICE 


b3 Per FBI, EOUSA 
b7E Per FBI 


RESULT PAGE 


U.S. Department of Justice 


United States Attorney 
Eastern District of Virginia 


National Security and International Crime Unit 


FACSIMILE TRANSMISSION 
COVER PAGE 


DATE: 
TO: 


PHONE: 
TO FAX NO.: 
SENDER: 
SENDER'S PHONE: 
SENDER’S FAX: 
PAGES: 3 


703-739-9556 


Fax: (703) 739-9556 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-04-2018 BY Cé6W46B11 NSICG 


b3 Per FBI, EOUSA 
b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 
b7E Per FBI 


“Not Including Cover Page* 


Level of Transmitted Information: 


Non-Sensitive Information 
Sensitive But Unclassified (SBU) 
Limited Official Use (LOU) 
Grand Jury Ioformation 

Tax Information 

Law Enforcement Information 
Victim, Witness Information 


CONTENTS: 


as 


b3 Per EOUSA 
b7E Per EOUSA 


HRC-11546 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 09-04-2018 BY Cé6éW46B11 NSICG 
b3 Per FBI, EOUSA 
b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 


From: b7E Per FBI 

Sent: 

To: (RO) (FBI) NSD) 
(NSD) (JMD); Hammerstrom, Neil (USA\ 

Subject: 

Attachments: 


When you 


b3 Per FBI, EOUSA 
b7E Per FBI, EOUSA 


receive the information requested sen tom 


b6 Per EOUSA 
b7C Per EOUSA 


{UNCLASS! 


DACHBAES-This transmission may contain law enforcement sensitive or privileged information, intended only for use 
by the individual or entity to which the transmission is addressed. it should be treated as Law Enforcement Sensi For Official 
Use Only and is intended for security personnel, antiterrorism officers, U.S. Intelligence, and local, state, and federal aw 
enforcement oft you received this transmission in error, please notify the sender immediately. Further emination should 
be limited to a minimum, consistent with the purpose of supporting effective law enforcement and security of installation personnel, 
equipment and facilities. 


HRC-11547 


FIL 


x x x COMMUNICATION RESULT REPORT[ Ss SSSSS—id tt 


TRANSMITTED/STORED = — 
= MODE ADDRESS 


National Security and International Crime Unit 


FACSIMILE TRANSMISSION 


FAX HEADER 1: 
FAX HEADER 2: 


US ATTORNEYS OFFICE 
b3 Per FBI, EOUSA 
b7E Per FBI 


RESULT PAGE 


U.S. Department of Justice 


United States Attorney 
Eastern District of Virginia 


Fax: (703) 739-9556 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-04-2018 BY Céé6w46B11 NSICG 


COVER PAGE 


DATE: 


PHONE: 

TO FAX NO.: 
SENDER: 
SENDER’S PHONE: 
SENDER'S FAX: 
PAGES: 3 


703-739-9556 


b3 Per FBI, EOUSA 
b6 Per EOUSA 

b7C Per EOUSA 
b7E Per FBI 


“Not Including Cover Page* 


Level of Transmitted Information: 


Non-Sensitive Information 
Sensitive But Unclassified (SBU) 
Linited Official Use (LOU) 
Grand Jury Information 

Tax Information 

Law Enforcement Information 
Victim Witness Information 


CONTENTS: 


b3 Per EOUSA 
b6 Per FBI 
b7C Per FBI 
b7E Per EOUSA 


Please remit your response to Special Agen{______—idsi 
lwhose contact information is on the cover letter. 


HRC-11552 


ALL FBI INFORMATICGN CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-04-2018 BY CééW46B11 NSICG 


b3 Per FBI, EOUSA 
6 Per FBI, EOUSA 


b7C Per FBI, EOUSA 
From: b7E Per FBI 
ent: 
To: IF) 
NSD) 

Subject: 
Attachments: 

When the requested documents have been received, 
please returt to mi 


b3 Per FBI, EOUSA 
b7E Per FBI, EOUSA 


b6 Per EOUSA 
b7C Per EOUSA 


(UNCLASSIFIED POC AEES} This transmission may contain law enforcement sensitive or privileged information, intended only for use 
by the individual or entity to which the transmission is addressed. it should be treated as Law Enforcement Sensi For Official 
Use Only and is intended for security personnel, antiterrorism officers, U.S. Intelligence, and focal, state, and federal law 
enforcement oft you received this transmission in error, please notify the sender immediately. Further emination should 


be limi to a minimum, consistent with the purpose of supporting effective law enforcement and security of installation personnel, 
equipment and facilities. 


HRC-11553 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-04-2018 BY Céé6w46B11 NSICG 


b3 Per FBI, EOUSA 
b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 
b7E Per FBI 


From: 
Sent: 


To: (WF) (FBI) (RO) 1 TE 
NSD) (JMD); (NSD) (JM! lammerstrom, Neil 
Subject: For your files 
Atachments: 1 
b3 Per FBI, EOUSA 
b7E Per FBI, EOUSA 


Please return 
when you have received the requested documents to me 


b6 Per EOUSA 
b7C Per EOUSA 


(UNCLASSIFIED FOHGAES> This transmission may contain law enforcement sensitive or privileged information, intended only for use 
by the individual or entity to which the transmission is addressed. it should be treated as Law Enforcement Sensi For Official 
Use Only and is intended for security personnel, antiterrorism officers, U.S. Intelligence, and focal, state, and federal law 
enforcement oft you received this transmission in error, please notify the sender immediately. Further emination should 
be limited to a minimum, consistent with the purpose of supporting effective law enforcement and security of installation personnel, 
equipment and facilities. 


HRC-11558 


ALL FBI INFORMATIGN CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 09-04-2018 BY Cé6w46B11 NSICG 
b3 Per FBI, EOUSA 
b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 
b7E Per FBI 


(Ro) Fen[__ wr) 


NSD) (JMD) 


From: 
Sent: 
To: 


Ce: 
Subject: 
Attachments: 


b3 Per FBI, EOUSA 
b7E Per FBI, EOUSA 


b6 Per EOUSA 
b7C Per EOUSA 


{UNC D/ROLGAESPThis transmission may contain 
by the individual or entity to which the transmission 
Use Only and is intended for security personnel, a 


aw enforcement sensitive or privileged information, int 
ddressed. it should be treated as Law Enforcement Sens 
errorism officers, U.S. Intelligence, and local, state, 
enforcement officers. if you received this transmission in error, please notify the sender immediately. Further dissemination should 
be limited to a minimum, consistent with the purpose of supporting effective law enforcement and security of installation personnel, 
equipment and facilities. 


nded only for use 
 / For Official 
i federal jaw 


HRC-11566 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-05-2018 BY Cé6W46B11 NSICG 


b3 Per FBI, EOUSA 
usavae) b6 Per EOUSA__ 
b7C Per EOUSA 
From: b7E Per FBI, EOUSA 
Sent: 
To: 
Subject: 
Attachments: 
b3 Per FBI, EOUSA 
b6 Per FBI 


See bic Per FBI 


b7E Per FBI, EOUSA 


Please send response to Special Agen{ whose contact information is on the cover letter. 


Intelligence Specialist 
USAO/EDVA 


(F)703-739-9556 b6 Per EOUSA 


b7C Per EOUSA 


(UNCLASSIFIED/FOUO7tES}This transmission may contain law enforcement sensitive or privileged information, intended only for use 
by the individual or entity to which the transmission is addressed. It should be treated as Law Enforcement Sensitive / For Official 
Use Only and is intended for security personnel, antiterrorism officers, U.S. Intelligence, and local, state, and federal law 
enforcement officers. If you received this transmission in error, please notify the sender immediately. Further dissemination should 
be limited to a minimum, consistent with the purpose of supporting effective law enforcement and security of installation personnel, 
equipment and facilities. 


HRC-11574 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-05-2018 BY Cé6W46B11 NSICG 


ts ver Fer, EOUSA 


b6 Per FBI 
From: b7C Per FBI 
Sent: b7E Per FBI, EOUSA 
To: 
Subject: 
Attachments: 


b3 Per EOUSA 

b6 Per FBI 
(WF) (FBI) b7C Per FBI 

b7E Per EOUSA 


b3 Per FBI, EOUSA 
b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 
b7E Per FBI, EOUSA 


b6 Per EOUSA 
b7C Per EOUSA 


Fro b3 Per FBI, EOUSA 
Sent: b5 Per FBI 

To: Hammerstrom, Neil (USAVAE) b6 Per FBI, EOUSA 
Ce: USAVAE b7C Per FBI, EOUSA 
Subject: b7E Per FBI, EOUSA 
Neil, 


As we discussed, 


1 
HRC-11575 


b3 
bS 
b6 


b7c 
Thanks, bIE 


b3 Per FBI, EOUSA 
b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 
b7E Per FBI, EOUSA 


b3 Per FBI 
b6 Per FBI, EOUSA 


Neil Hammerstrom b7C Per FBI, EOUSA 
Assistant United States Attorney b7E Per FBI 
Ph 

2 


HRC-11576 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-05-2018 BY Cé6W46B11 NSICG 


From: b3 Per FBI, EOUSA 
Sent: b6 Per FBI 

To: b7C Per FBI 
Subject: b7E Per FBI 
Attachments: 

Hello, 


. b3 Per FBI, EOUSA 
On we received the attached request. b7E Per FBI 


If you have any questions you may contact us {sid b3 


b7E 
Regards. 


b3 
b7E 


HRC-11621 


b3 Per FBI, EOUSA 
b6 Per FBI=™= 


From: b7C Per FBI 
Sent: b7E Per FBI 
To: 


Hammerstrom, Neil (USAVAE) coce)(FB){SSSS—=«&dCOGC) 


Subject: 
Attachments: 


“b3 Per FBI, EOUSA 
b6 Per FBI 
b7C Per FBI 
b7E Per FBI 


of ive received the attached request bey Ber FBI; “BOUSA. 


b7E Per FBI 


If you have any questions you may contact us ne b3 


b7E 
Regards. 


b3 
bIE 


HRC-11627 


ALL FBI INFORMATION CONTAINED 

HEREIN I5 UNCLASSIFIED 

DATE 09-05-2018 BY Cé6w46B11 NSICG 
b3 Per FBI, EOUSA 


ts ver FBI, 


b7C Per FBI 
From: b7E Per FBI 
Sent: 
To: RO) (FB). _~( (WF) (FBI) 
Subject: 
Attachments: 


b3 Per EOUSA 
b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 
b7E Per EOUSA 


i will send the file copy ina 


b3 Per EOUSA 
b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 
b7C Per EOUSA 


b3 Per FBI, EOUSA 
b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 
b7E Per FBI, EOUSA 


Please acknowledge this @man or let me know who is going to process it far you. 


b3 Per FBI, EOUSA 
b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 
b7E Per FBI, EOUSA 


HRC-11633 


b3 
bTE 


b3 Per FBI, EOUSA 
b6 Per EOUSA 
b7C Per EOUSA 
b7E Per FBI, EOUSA 


Subject: National Security Grand Jury Subpoena 


Please remit this 
hose contact information is on the cover letter. 


information to Special Agen 


[ b6 Per FBI, EOUSA 


intelligence Specialist b7C Per FBI, EOUSA 
USAQSEDVA, 


{UNCLASSIFIED /SOMO-LES> This transmission may contain law enforcement sensitive or privileged information, intended only for use 
by the individual or entity to v the transmission is addr d. it should be treated as Law Enforcement Sensitive / For Official 
Use Only anc is intended for security personnel, antiterrorism officers, U.S. latelligel and federal iaw 
enforcement office: you received this transmission in error, please notify the sender irnmediately. Further dissernination should 
he limited to a minimum, consistent with the purpose of supporting effective law enforcement and security of installation personnel, 
equipment and facilities. 


HRC-11634 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-05-2018 BY Cé6w46B11 NSICG 


From: 

Sent: b3 Per FBI, EOUSA 
To: USAVAE) b6 Per FBI, EOUSA 
Ce: IF) (FBI b7C Per FBI, EOUSA 
Subject: b7E Per FBI 
Attachments: 

Importance: High 


eof] 


b3 
bTE 


b3 Per FBI, EOUSA 
b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 
b7E Per FBI, EOUSA 


Please remit this 
information to Special Agent hose contact information is on the cover letter. 


fence Specialist 
USAQEQVA b6 Per EOUSA 
b7C Per EOUSA 


(UNCLASSIFIED PORES? This transmi: 


iw enforcement se: tion, intended only for use 


1 


ion may cor 


HRC-11639 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-05-2018 BY Cé66W46B11 NSICG 


From: 

Sent: 

To: F) (FBI 
Subject: 

Attachments: 


For your files. 


Thanks. 


CO 


Subject: RE: 


Ce 


b3 Per FBI, EOUSA 
b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 
b7E Per FBI, EOUSA 


b3 Per FBI, EOUSA 
b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 
b7E Per FBI, EOUSA 


b3 Per EOUSA 
b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 
b7E Per EOUSA 


b3 Per FBI, EOUSA 
b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 
b7E Per FBI, EOUSA 


Thanks 


L_] 


Sent: 
T RO) (FBI 
Subject: RE} 


b3 Per FBI, EOUSA 
b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 
b7E Per FBI, EOUSA 


HRC-11683 


b3 Per FBI, EOUSA 
b5 Per EOUSA 
b6 Per FBI 


b7cC Per FBI 
= b7E Per FBI, EOUSA 


b3 Per FBI, EOUSA 
pane b6 Per FBI, EOUSA 
From b7C Per FBI, EOUSA 
Sent:| b7E Per FBI, EOUSA 


To: Hammerstrom, Neil (USAVAE); (USAVAE) 

Subject: 

nef | b3 Per FBI, EOUSA 
b7E Per FBI, EOUSA 


b3 
b6 
b7C 
b7E 


HRC-11684 


Thanks 


L 


HRC-11685 


b3 
b6 
b7Cc 
b7E 


b6 
b7c 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-05-2018 BY Cé6W46B11 NSICG 


b3 Per FBI, EOUSA 
6 Per FBI, EOUSA 


From: b7C Per FBI, EOUSA 
Sent: b7E Per FBI, EOUSA 
To: 
ce: (Ro) esn[_ wry 
Subject: 
Attachments: 
Yes it went out both byL «Attached is your file copy, sorry about that. 

3 : A ‘ b3 Per FBI, EOUSA 
Here is the delivery information: b7E Per FBI, EOUSA 
delivered 


« Updated Delivery Day: Wednesday, January 20, 2016 


a b6 Per EOUSA 


Intelligence Spe: b7C Per EOUSA 
USAOSEDVA 


(UNCLASSIFIED 7S SALES This transrnission may contain law enforcement sensitive or privileged information, intended only for use 
by the individual or entity to which the transmission is addressed. it should be treated as Law Enforcement Sensitive / For Official 
Use Only and is inten: rity personnel, ai U.S. Intelligence, and loc: and fed aw 

eceived this transmission in error, please notify the sender immediately. Further amination should 
be limited to a minirnum, consistent with the purpose of supporting effective law enfor ent and security of ins tien personnel, 
equipment and facilities. 


crop (renf__ ewe) (ran) 8 Per Fer, zousa 
b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 


| b7E Per FBI, EOUSA 


Thanks in advarice for your assistance. 


HRC-11712 


Respectfully, 


ars 


b3 Per EOUSA 
b6 Per FBI, EOUSA 


From: RO) (FBI 

Sent b7C Per FBI, EOUSA 
To; Hammerstrom, Neil (USAVAE) ISAVAE) b7E Per EOUSA 

Cc: WE) (FBI) (WF) (FBI) 

Subject: 


b7E Per FBI, EOUSA 


requested records description, and contact information fol b3 Per FBI, EOUSA 


b7E Per FBI, EOUSA 


Requested Records 


b3 
b6 
b7Cc 
b7E 


HRC-11713 


b3 
bE 
b7c 
bIE 


b3 Per FBI, EOUSA 

b6 Per EOUSA 
FEDEX: b7C Per EOUSA 

b7E Per FBI, EOUSA 


According to FBI interviews wit __—-_(Platte River Networks) and Monica Hanley (former Hillary Clinton aide 


| _|stateq| 


subpoeng_ _forrecordsrelatedtd 
[The requested records shouldincludebutnotbelimitedto] Ss C‘“‘(CSC*‘*S 


HRC-11714 


[Lkontact information for this subpoena is listed below: 


Thanks 


HRC-11715 


b3 
b7E 


b6 
b7C 


FEDERAL BUREAU OF INVESTIGATION 
FOI/PA 


DELETED PAGE INFORMATION SHEET 


FOI/PA# 1353814-0 


Total Deleted Page(s) 


Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 


2 
3 
4 
5 
6 
8 


~ b3; b6; b7C; 
~ b3 - Per FBI, 
~ b3 - Per FBI, 
~ b3 - Per FBI, 
~ b3 - Per FBI, 
~ Duplicate; 
~ Duplicate; 

~ Duplicate; 

~ Duplicate; 

~ Duplicate; 

~ Duplicate; 

~ Duplicate; 

~ Duplicate; 


= 13 
b7E; 
EOUSA; 
EOUSA; 
EOUSA; 
EOUSA; 


b6 - Per FBI; b7C - Per FBI; b7E - Per FBI; 
b6 - Per FBI; b7C - Per FBI; b7E - Per FBI; 
b7E - Per FBI; 

b6 - Per FBI; b7C - Per FBI; b7E - Per FBI; 


XXXXXXXXXXXXXXXXXXXXXXXX 


x Deleted Page(s) x 
x No Duplication Fee X 
x For this Page x 


XXXXXXXXXXXXXXXXXXXXXXXX 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-05-2018 BY Cé6W46B11 NSICG 


From: 
Sent: 
To: RO)(FB), Hammerstrom, Neil (USAVAE)[_=(WWF) 

; (WF) (FBI) b3 Per FBI, EOUSA 
Cc D b6 Per FBI, EOUSA 
Subject: b7C Per FBI, EOUSA 
Attachments: 


b7E Per FBI 


Attached, sent today. Cert mail tracking number on agent's report page. 


b6 Per EOUSA 
b7C Per EOUSA 


enforcement sensitive or privileged information, intended only for use 
deire it should be treated as Law Enforcement Sensitive / For Official 
errorism officers, Intelligence, and focal, st nd federal law 

this transmission in error, please notify the sender immediately. Further dissemination should 

t with the purpose of supporting effective law enforcement and security of installation personnel, 


Use Only and is intended for security personnel, a 
enforcement officers. if you receive 
be limited t mum, Con: 
equipment and facilities. 


To: Hammers} 
Subject: FW 


b3 
b6 


ve] a 


b3 
b6 
b7C 
b7E 


| Below is the statement of relevance and requested information. 


HRC-11872 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-05-2018 BY Cé6W46B11 NSICG 


From: b3 Per FBI 
Sent: b6 Per FBI, EOUSA 
To: (WF) (FBI) b7C Per FBI, EOUSA 


Ce: 


Hammerstrom, Nei USAVAE) bIE Per FBI 
Subject: 
Attachments: 


Received this via fax. 


Thanks, 


egal Specialist b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 


ates Attort 
istrict of V 


HRC-11878 


ALL FBI INFORMATIGN CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-05-2018 BY Cé6w46B11 NSICG 


b3 
From: a 
Sent: he 
To: F) (FBI (WF) (FBI) coe 
Subject: i 
Attachments: 
b3 Per FBI 
From: 
Sent; b6 Per FBI, EOUSA 


b7C Per FBI, EOUSA 
b7E Per FBI 


(RO) (FBI); 


Cc: Hammerstrom, Neil (USAVAE 
Subject; 


Received this via fax. 


Thanks, 


b6 Per FBI, EOUSA 
b7C Per FBI, EOUSA 


HRC-11887 


